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Abstract

The relevance of the chosen topic lies in the fact that, in the current context, 
there was a growing interest on the part of the scientific and legislative 
community in the fourth generation of human rights, namely information 
rights. At the same time, under the legal regime of martial law at the 
legislative level, the implementation of such rights by any person may be 
restricted, but such restrictions must meet certain criteria. The aim of 
the study was to assess the restrictions on human information rights in 
wartime through the prism of contemporary theoretical concepts of the 
protection of these rights. The following methods were used in the work: 
formal-legal, systemic-structural, and prognostic. It was determined that 

ISSN 2663-1350
E-ISSN 2663-1369

Article’s History:

Received: 17.10.2025
Revised: 20.01.2026
Accepted: 26.02.2026
Published: 27.03.2026

https://environmentalscience.com.ua/en
https://orcid.org/0000-0003-2041-8925
https://orcid.org/0000-0003-1254-7276


43
Kalmykova & Savchenko

Law. Human. Environment. 2026. Vol. 17, No. 1

43

restrictions on human information rights under martial law must meet the criteria of accessibility, 
comprehensibility, preservation of the balance between private and public interests, proportionality, 
and have a legitimate and sufficiently justified purpose. It is concluded that the main measures (tools) 
for protecting human information rights under martial law should be actions taken by civil society. 
An analysis of the experience of NATO countries (the United States, Estonia, Latvia) has demonstrated 
the effectiveness of an integrated approach that combines legislative regulation with educational 
measures and institutional support. The results of the study confirm the relevance of these changes. 
It is concluded that only a comprehensive modernisation of the regulatory framework, educational 
system and institutional support will effectively protect human information rights in the context of 
modern hybrid challenges. The results of this work can be used to develop regulatory and subordinate 
regulatory acts on the protection of human information rights

Keywords: information; protection tools; limitation of information rights; information society; security

Introduction

The protection of human rights remains one of 
the key legal institutions targeted by the activities 
of the state and authorised bodies. However, in 
the context of the temporary occupation of parts 
of Ukraine’s territory, the military aggression by 
the Russian Federation, active hostilities, and 
the introduction of the legal regime of martial 
law, the problem of securing human rights and 
freedoms has become particularly acute. Among 
the fundamental rights most at risk of limitation 
during wartime are information rights, specifi-
cally the right to access information, freedom of 
speech, personal data protection, and the right to 
digital security. In modern information society, 
these rights are crucial not only for the person-
al freedom of citizens but also for preserving the 
democratic order, countering disinformation, and 
maintaining trust in state institutions.

According to the Freedom House re-
port (2023), Russia’s full-scale invasion has signif-
icantly undermined internet freedom in Ukraine. 
Attacks by the Russian army have caused severe 
damage to internet infrastructure, leading to 
network disruptions. The Ukrainian government 
blocks a wide range of Russian websites, including 
blogs, news portals, social media platforms, and 

other online services. According to reports by the 
Office of the United Nations High Commissioner 
for Human Rights, information rights are system-
atically violated in the temporarily occupied ter-
ritories of Ukraine. There have been documented 
restrictions on freedom of expression, blocking of 
Ukrainian media and internet resources, forced 
Russification of the information space, as well as 
persecution of journalists and civil activists. Such 
actions pose serious threats to access to truthful 
information and to the free formation of public 
opinion (OHCHR, 2024).

In this regard, the study of the legal mecha-
nisms for protecting human information rights 
under martial law is extremely relevant, both in 
the national and international legal contexts. It 
allows for an assessment of the effectiveness of 
existing regulatory tools, identification of risks 
of excessive state interference in the information 
space, and the development of a legal model that 
balances security needs with human rights.

Among modern studies concerning the 
impact of digital transformations on the legal 
sphere, particular attention should be paid to the 
work of K. Bieliakov et al. (2023), who analysed 
evolutionary changes in the field of human rights 
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under the influence of digitalisation. The au-
thors examine the emergence of new rights, the 
transformation of regulatory principles, the im-
provement of mechanisms for exercising existing 
rights, and the introduction of new restrictions 
and regulatory requirements. The researchers 
emphasise that these processes are not a devi-
ation but a continuation of the evolution of the 
legal system, which adapts to the conditions of 
the digital environment while preserving funda-
mental legal values.

O.O. Barabash (2024), in own study, stressed 
that the protection of information rights should 
not be limited to preventing cyberattacks and 
personal data leaks but should also take into ac-
count the influence of information on an individ-
ual’s physical and psychological condition, as well 
as their moral and spiritual values. This approach 
contributes to the creation of a harmonious and 
secure information environment that respects the 
interests of every individual, ensuring the pro-
tection of both their data and overall well-being. 
T.Yu. Tkachuk (2021) noted that in an information 
society, knowledge formed through the codifica-
tion of scientific and technical information be-
comes a key factor influencing the development 
of the state and law. These processes are directly 
related to the challenges of legal regulation, par-
ticularly in the fields of digital security, informa-
tion protection, and the stable functioning of the 
information space. Accordingly, the legal protec-
tion of the information environment is viewed as 
a necessary condition for the realisation of the 
rights and interests of individuals, as well as a 
factor in ensuring the stability of public authority 
and the rule of law.

T.  Mikhailina  et al.  (2021) pointed out the 
need to establish an obligation for transnational 
information campaigns to open official represent-
ative offices in Ukraine. This would contribute to 
strengthening the protection of the rights of sub-
jects of information legal relations, in particular 

through the possibility of judicial protection. In 
addition, the authors support legislative initia-
tives to tax transnational information campaigns 
in Ukraine, which is in line with global trends. 
However, it is noted that strict state control over 
the information space is characteristic of totalitar-
ian and authoritarian regimes and cannot be ac-
ceptable for democratic societies. In this context, 
the remarks by O. Antipova (2023) and V.S. Kurylo 
and O.L. Karaman (2024) on the important role of 
civil society in preserving information sovereign-
ty are noteworthy.

In the current environment, self-protection 
measures in information systems, particularly at 
the corporate level, are becoming increasingly im-
portant. The use of financial mechanisms, such as 
financial liability, is appropriate given the signifi-
cant profits of information corporations (Yadav et 
al., 2023). Despite some developments in doctri-
nal research on the protection of human informa-
tion rights in the context of military aggression by 
a neighbouring state, effective instruments for the 
protection of human information rights in a state 
of martial law remain unexplored, which will be 
considered in the course of the study.

Thus, the aim of the study was to examine 
the legal challenges to the protection of human 
rights to information in conditions of military ag-
gression and to identify specific instruments of 
protection that are available under the regime of 
martial law. To achieve this goal, it was necessary 
to perform a number of objectives: 1)  to define 
the essence of human information rights; 2)  to 
provide a legal characterisation of restrictions 
on information rights and to define the criteria 
for their application; 3) to identify systems of in-
struments for the protection of information rights 
under the legal regime of martial law.

Materials and Methods

The research used a combination of general scien-
tific and special legal methods, which was due to 
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the complex nature of the subject – the legal pro-
tection of human information rights in a state of 
martial law. In particular, general scientific meth-
ods (analysis, synthesis, induction, generalisa-
tion) were used to study scientific approaches to 
the concept of “information rights”, to understand 
the relationship between the right to information, 
freedom of speech and the right to privacy, and 
to form the author’s position on the scope and 
essence of these rights. The essence and content 
of the basic concepts were studied using a termi-
nological (conceptual-categorical) method, which 
made it possible to clarify the definition of “hu-
man information rights” and their place in the hi-
erarchy of fourth-generation rights.

A formal legal method was used to analyse 
the current legislation of Ukraine, primarily the 
articles of the Constitution of Ukraine  (1996) 
and Law of Ukraine No.  389-VIII “On the Legal 
Regime of Martial Law”  (2015). The purpose 
of analysing this legislation was to clarify the 
legal grounds, forms and limits of restrictions 
on information rights under a special legal re-
gime. In the process of revealing the topic and 
objectives of the study, the practice of the Con-
stitutional Court in cases No. 1-50/2009 (2009) 
and No.  17-rp/2010  (2010) was analysed. A 
number of regulatory and legal acts were also 
examined, including: Law of Ukraine No. 2657-
XII “On Information”  (1992), Law of Ukraine 
No. 2163-VIII “On the Basic Principles of Ensur-
ing Cybersecurity of Ukraine” (2017), Draft Law 
of Ukraine No. 11533 (2024), Resolution of the 
Council of Judges of Ukraine No. 841-23 (2023). 
The systemic-structural method helped to iden-
tify internal links between norms regulating 
both general human rights and special restric-
tions established under martial law. Thanks to 
the systematisation method, the instruments for 
protecting human information rights used by 
the state and the public in conditions of armed 
conflict were structured.

Results

Concepts, characteristics and essence of the 
protection of human information rights. In the 
context of rapid informatisation of society and 
recognition of the key principles of the informa-
tion society, human information rights are becom-
ing particularly important. They are not only a set 
of legal opportunities, but also a priority of vital 
importance, the implementation of which directly 
affects human life in the modern world.

According to the Constitution of Ukrai-
ne  (1996), human rights and freedoms, as well 
as their guarantees, determine the priorities and 
direction of the state’s activities, as enshrined in 
Article 3 (Constitution). Ensuring and upholding 
human rights and freedoms is the primary duty of 
the state. Information rights play a key role in this 
context, as they enable citizens to form beliefs, 
freely express their opinions, defend their ideas, 
and monitor the activities of the authorities. The 
indivisibility and inviolability of the complex of 
rights and freedoms in the information sphere 
forms the basis of democratic values in society.

V.D. Chorna and I.V. Alekseenko (2021) view 
these rights as a set of opportunities to access, 
create, use, disseminate, comment on, and com-
municate information on the Internet. A more 
specific definition of information rights is offered 
by N.I. Tkachuk (2018) offers a more specific defi-
nition of information rights, interpreting them as 
state-guaranteed opportunities for individuals 
to satisfy their needs to obtain, use, expand, pre-
serve and protect information necessary for life, 
communication rights, the right to a safe informa-
tion environment, etc., which are based on funda-
mental human rights.

Human information rights are in fact un-
derstood as fourth-generation rights. They are 
characterised by such features as the develop-
ment and dissemination of information tech-
nology solutions, the creation of a global infor-
mation environment, the transition to modern  
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socio-economic models, and the transformation 
of political processes in countries that are form-
ing an information society. In addition, these 
rights provide for the independence of actions 
and the choice of lawful behaviour of a person 
based on the level of access to information. They 
also consist in protection from incomplete or 
harmful information, as well as in the security 
of personal data from unauthorised distribution 
(Tokarieva, 2023).

In the European legal space, a systematic 
concept of digital rights is gradually being formed, 
which is a modern form of realising human in-
formation rights in the context of digitalisation. 
Digital rights cover both traditional rights in the 
digital environment (the right to freedom of ex-
pression, privacy, and access to information) and 
new ones, in particular the right to access the In-
ternet, digital identity, digital literacy, a safe on-
line environment, and the right to be forgotten. 
These provisions are based, in particular, on the 
European Declaration of Digital Rights and Prin-
ciples for the Digital Decade, adopted by the Eu-
ropean Parliament, the Council and the Commis-
sion  (2022), which defines the values of the EU 
digital space: respect for human dignity, freedom 
of choice, participation, non-discrimination and 
security. The most legally developed and norma-
tively established aspect of digital rights is the 
right to personal data protection, which is clearly 
regulated by the General Data Protection Regula-
tion  (2016)  – a key instrument that defines the 
boundaries of digital privacy in the EU.

Thus, it can be concluded that human infor-
mation rights belong to the fourth generation of 
rights and represent a set of opportunities and 
powers of any person to obtain, use, disseminate 
and implement information. These rights are 
guaranteed by the state and its bodies, and are 
based on fundamental and constitutional rights. 
The protection of human information rights in-
cludes a set of organisational and legal measures 

implemented by state and authorised bodies. 
These measures were aimed at preventing viola-
tions, restrictions and abuses in the field of infor-
mation rights, as well as ensuring accountability 
for their violation.

Restrictions on human information rights 
under martial law. Following the introduction of 
martial law in Ukraine (Decree of the President 
of Ukraine No.  64/2022,  2022), it became clear 
that real threats to the life of Ukrainian society 
and the state necessitate a shift in the balance be-
tween private and public interests. This, in turn, 
requires the application of lawful measures re-
lated to the restriction of human rights and the 
temporary withdrawal of the state from fulfill-
ing certain obligations in this area. Given the key 
role of information technology in the functioning 
of the state, society and the economy, the issue 
of reasonable restrictions on human informa-
tion rights (in particular, the right to freedom of 
speech, access to information and protection of 
personal data) is becoming particularly relevant. 
The application of such restrictions must be as-
sessed from the perspective of the principle of the 
rule of law, which requires that any interference 
be lawful, necessary and proportionate. This be-
comes a particularly difficult task in the context of 
the latest challenges associated with the Russian 
Federation’s armed aggression against Ukraine, 
which poses global threats to information securi-
ty, digital rights and democratic institutions on an 
international scale.

The protection by the Ukrainian population 
of the territories declared in 1991 as belonging 
to Ukraine from large-scale armed aggression 
by a neighbouring state has shown, among other 
things, that in such extremely difficult conditions, 
the effective implementation of a certain num-
ber of information rights is possible. Information 
rights, implemented through digital technologies, 
play an important role in ensuring communica-
tion, coordination and rapid data exchange in a 
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state of martial law. There have been numerous 
cases of digital platforms being used to report on 
the movements of occupying forces, document 
war crimes and record violations of internation-
al humanitarian law. The use of digital platforms 
in Ukraine to record the movements of occupying 
forces, document war crimes and collect evidence 
for international trials has become a key element 
in the fight for information security and justice. 
In particular, the “e-Enemy” app allows citizens 
to report on the actions of Russian troops, and 
the data collected is used to create a database of 
evidence that can be used in international courts 
(Tech Ukraine,  2022). In addition, the “EyeWit-
ness to Atrocities” app, developed by the Inter-
national Bar Association, has collected more than 
50,000 pieces of digital evidence of war crimes in 
Ukraine, including shelling of civilian infrastruc-
ture and medical facilities. This data, collected 
with metadata and geolocation, helps to ensure 
the authenticity and reliability of the evidence 
(National School of Judges of Ukraine, 2024).

An analysis of Article  34 of the Constitu-
tion of Ukraine  (1996) shows that it enshrines 
the right of every person to access information, 
including the ability to freely collect, store, use 
and disseminate it in any form at their own dis-
cretion. At the same time, the Article provides for 
certain restrictions on this right, which may be 
established in order to ensure national security, 
territorial integrity, public order, prevent riots or 
crimes, protect public health, protect the rights 
and reputation of others, prevent the disclosure 
of confidential information, or preserve the au-
thority and impartiality of justice. Thus, the Con-
stitution of Ukraine  (1996) not only guarantees 
freedom of information, but also regulates its 
implementation, ensuring a balance between in-
dividual rights and public interests. That is why, 
under martial law, human rights to information 
may be legally restricted. According to Article 1 
of Law of Ukraine No.  389-VIII  (2015), martial 

law is a special legal regime that may be intro-
duced throughout Ukraine or in certain regions 
in the event of armed aggression, threat of attack 
or danger to the country’s independence and 
territorial integrity. This regime provides for the 
granting of special powers to state authorities, 
military command, military administrations and 
local self-government bodies in order to avert 
threats, counter armed aggression, ensure na-
tional security and preserve the territorial integ-
rity of the state. It also provides for temporary 
restrictions on the constitutional rights and free-
doms of citizens, as well as the rights and legiti-
mate interests of legal entities, which are deter-
mined in accordance with the level of threat and 
the established terms of its application. This pro-
vides a legislative basis for an effective response 
to extraordinary threats, while adhering to the 
principles of the rule of law.

Among other human information rights that 
may be subject to restrictions, the following can 
be highlighted: Article  31 guarantees everyone 
the right to confidentiality of correspondence, 
telephone conversations, telegraph and other 
correspondence; Article  32  – prohibits interfer-
ence in personal and family life, except in cases 
specified by the Constitution of Ukraine  (1996); 
Article  34  – enshrines the right of everyone to 
freedom of thought and speech, as well as to free-
ly express their views and beliefs; Article  41  – 
guarantees the right to own, use and dispose of 
property, as well as the results of intellectual and 
creative activity.

When imposing restrictions on human rights 
to information, clearly defined legal criteria must 
be observed that comply with both national leg-
islation and international standards. Accord-
ing to Articles  34 and 64 of the Constitution of 
Ukraine  (1996), such restrictions are permitted 
only on the basis of law, must have a legitimate 
purpose, be necessary in a democratic society and 
comply with the principle of proportionality.
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The practice of the Constitutional Court of 
Ukraine clearly indicates that restrictions on fun-
damental rights are possible only in cases of jus-
tified public necessity and exclusively within the 
limits established by law (Judgment of the Consti-
tutional Court of Ukraine No. 26-рп/2009, 2009). 
In this context, it is also important to take into ac-
count the latest initiatives, in particular Draft Law 
of Ukraine No. 11533 (2024), which provides for 
amendments to the legislation on access to public 
information under martial law, as well as the sci-
entific and expert opinion on it, which emphasis-
es the need to maintain a balance between securi-
ty interests and the right to information.

In addition, Resolution of the Council of Judg-
es of Ukraine No.  841-23  (2023) emphasised 
the importance of transparency of the judiciary 
even under martial law. The practice of national 
courts also demonstrates a desire to maintain a 
balance between public interests and security: 
for example, legal analyses by the Centre for De-
mocracy and Rule of Law cite a number of cases 
in which courts uphold citizens’ right to access 
information. For example, the court ordered the 
disclosure of the minutes of a local government 
meeting, recognising that the refusal was not duly 
justified by a threat to security. In another case 
concerning the refusal to provide a contract on 
budget funds, the restriction was also found to 
be disproportionate, as it was not substantiated 
by specific damage to defence capabilities (Vash-
chuk-Ogdanska, 2023a).

In the international context, the practice of 
the European Court of Human Rights (ECHR) re-
garding freedom of expression and restrictions 
on information rights involves the application 
of a “three-step test”: (1) the existence of a legal 
basis for the interference; (2) the pursuit of a le-
gitimate aim (e.g., the protection of national se-
curity or public order); (3) compliance of the in-
terference with the requirement of “necessity in 
a democratic society” (judgment in Długołęcki v. 

Poland (2009). At the same time, the ECHR has re-
peatedly emphasised that even in a state of emer-
gency or martial law, the state is not exempt from 
its obligations to guarantee fundamental rights, in 
particular by adhering to the principles of propor-
tionality, limited interference and proper judicial 
review (Shevchenko & Rozkladai, 2012).

In practice, this means that the judiciary in 
Ukraine must not only acknowledge the fact of 
martial law, but also assess the legality of restric-
tions on access to information or freedom of ex-
pression through the prism of this test. In particu-
lar, Resolution of the Council of Judges of Ukraine 
No.  841-23  (2023) emphasises the preservation 
of the principles of openness of justice even under 
martial law, which should guarantee effective ac-
cess to information about court decisions and pro-
ceedings. The judicial practice of administrative 
courts shows consistent attempts to balance state 
interests and information transparency. In par-
ticular, in Judgment of the Third Administrative 
Court of Appeal in Case No. 340/5136/22 (2023), 
the court ruled that a public authority’s refusal to 
provide information at the request of a citizen was 
unlawful, as the defendant did not justify what in-
terests could be harmed by its disclosure, did not 
prove the existence of harm, and did not explain 
why this harm outweighs the public interest, as 
required by the so-called three-part test.

In addition, the conclusion to Draft Law of 
Ukraine No.  11533  (2024) emphasises the im-
portance of ensuring that the digital security pro-
tection mechanisms provided for therein do not 
create unreasonable restrictions on individuals’ 
rights to information. The legislature, like the 
executive branch, must act within the limits of 
international standards, implementing changes 
based on legal analysis and taking into account 
the conclusions of the ECHR. Thus, the approach 
developed by the ECHR should not be declarative, 
but integrated into the actual judicial practice of 
Ukraine, with mandatory reference to the legal 
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basis, the legitimacy of the objectives of the re-
striction and verification of the proportionality of 
the interference in each specific case.

Restrictions must be based on the princi-
ple of legal certainty, which means that any re-
striction of fundamental human and civil rights 
and freedoms is possible only if the legal norms 
governing such restrictions are clearly defined 
and their predictability is ensured for the per-
sons to whom they apply. This means that such 
restrictions must be clearly defined, transparent 
and understandable to the persons concerned 
(Judgment of the Constitutional Court of Ukraine 
No. 17-рп/2010, 2010). The aim of these restric-
tions is to prevent arbitrariness, ensure fairness 
and limit the interference of the state and its bod-
ies to the minimum, optimal level necessary to 
achieve legitimate goals.

Therefore, under the legal regime of martial 
law, restrictions on human information rights 
are entirely legitimate. However, it is important 
that such restrictions are based on democratic 
principles and comply with the requirements of 
the law, namely: maintaining a balance between 
public and private interests, compliance with 
the law, including its clarity and accessibility; 
having a legitimate and sufficiently justified pur-
pose; the proportionality and reasonableness of 
such restrictions; respect for human dignity and 
freedom must be a fundamental principle, and 
all legal norms and restrictions must be aimed 
at ensuring the fundamental values of society, 
preserving its stability and maintaining law and 
order,  justice and security.

Tools (measures) for protecting informa-
tion rights under martial law. It should be not-
ed that modern society is becoming increasingly 
integrated into the digital space, which, along 
with broad opportunities for development, com-
munication and access to information, also cre-
ates new challenges and threats, particularly in 
the areas of security, privacy and human rights 

protection. This is especially true for the public 
sector, which is called upon to serve citizens. A 
distinctive feature of this sector is that citizens 
often transfer their data through information and 
communication systems not out of obligation, but 
voluntarily (Włodyka, 2024). In addition to prin-
ciples, the tools used to protect information rights 
also play an important role. As a rule, measures 
or instruments of protection in any sphere of so-
cial relations are considered key and necessary 
actions that must be implemented by the subject 
of protection to ensure the smooth functioning of 
the relevant social relations.

The system of protection measures can be 
formulated through the prism of the interaction of 
three main groups: legal, organisational and tech-
nical. Legal measures are a system of techniques 
and methods enshrined in the law that are aimed 
at guaranteeing and protecting the information 
rights of citizens and legal entities. Organisational 
measures are a set of management and coordina-
tion methods and measures that contribute to the 
effective enforcement and observance of infor-
mation rights. Technical and software-hardware 
measures are a set of technological solutions, 
software and specialised devices used to imple-
ment and protect information rights in the digital 
environment. An example of technical measures 
is the use of electronic signatures, which ensure 
authentication, data integrity and the protection 
of citizens’ information rights (Yarema, 2022).

Information rights protection and informa-
tion security measures are broadly divided into 
two main groups: those aimed at protecting infor-
mation systems from damage, and those that pre-
vent information leaks or interception. The first 
category includes physical protection of military 
facilities and computer equipment from deliber-
ate damage or destruction, as well as radio-elec-
tronic protection aimed at preventing data in-
terception. The second group covers a range of 
measures, such as protecting information systems 
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from unauthorised remote access, which is imple-
mented through the introduction of specialised 
software, including DLP and SIEM systems (Smo-
trych & Brailko, 2023). Another extremely impor-
tant element is the protection of state and military 
classified information from leakage, illegal use or 
theft, which is achieved through the use of spe-
cially protected computer systems and software 
developed with current cyber threats in mind. At 
the same time, electronic intelligence tools are be-
ing developed and implemented to enable rapid 
monitoring of the information environment and 
neutralisation of potential threats.

A separate set of measures concerns the in-
formation and psychological protection of per-
sonnel. In particular, preventive measures are 
being taken to prevent deliberate psychological 
influence and manipulation aimed at destabilis-
ing the moral and psychological state of military 
personnel. This includes the correction of infor-
mation flows broadcast by the enemy in order 
to prevent the influence of disinformation and 
deliberate distortion of reality. Considerable at-
tention is also paid to the cybersecurity of com-
munication systems  – protection against cyber-
attacks and unauthorised access. In the current 
conditions of martial law, special attention is paid 
to the cybersecurity of communication systems, 
in particular protection against cyberattacks and 
unauthorised access. According to a study by 
V.O.  Kucher  (2024), the state is actively imple-
menting measures to counter information threats, 
including the use of social networks to conduct 
information operations against the enemy. In this 
context, it is particularly important to analyse 
effective legal instruments for protecting human 
rights to information, including the practice of 
Ukrainian courts and international institutions. 
For example, Resolution of the Council of Judges 
of Ukraine No. 841-23 (2023) emphasises the im-
portance of openness of justice and access to pub-
lic information even in conditions of martial law.

Certain aspects of access to information un-
der restrictions are also considered in court prac-
tice, as summarised by the Centre for Democracy 
and Rule of Law. Ukrainian courts interpret the 
right to access public information in conditions of 
security, war and restrictions. In particular, cases 
are considered where courts have recognised as 
unlawful the refusal of authorities to provide in-
formation under the pretext of martial law, if such 
refusal was not justified by clear legal grounds. 
The tendency of courts to require compliance 
with the principle of proportionality is noted, i.e. 
weighing the needs of national security against 
the public interest in access to information. It also 
emphasises the obligation of public authorities to 
provide reasoned responses, even in conditions of 
restricted access, rather than resorting to formal 
replies. This indicates a strengthening of the role 
of judicial control in the field of information rights 
and support for standards of openness even in 
exceptional circumstances O.  Vashchuk-Ogdans-
ka (2023b). At the same time, the European Court 
of Human Rights, in a number of cases, including 
Studio Monitori and Others v. Georgia  (2020), 
continues to develop standards of proportional-
ity of state interference with freedom of expres-
sion and the right to information. Taking these 
decisions and mechanisms into account allows to 
assess the effectiveness of current approaches to 
protecting information rights in emergency con-
ditions, identify challenges for law enforcement, 
and lay the groundwork for the formation of a 
balanced, legal model of interaction between the 
state, society, and digital technologies.

Given the current challenges in the infor-
mation space, it is advisable to amend Ukrainian 
legislation in order to specify the concepts and 
mechanisms for ensuring the information secu-
rity of military personnel. First, Articles 1, 2, and 
4 of Law of Ukraine No.  2163-VIII  (2017), the 
concepts of “information violence”, “information 
manipulation” and “information displacement” 
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should be defined in law, and legal liability for such 
actions should be provided for by amending crim-
inal and criminal procedure legislation. Secondly, 
it is advisable to develop a special section in Law 
of Ukraine No. 2657-XII “On Information” (1992) 
that would regulate the special regime for the 
circulation of personal and official data of mili-
tary personnel in the digital environment during 
martial law. This approach is similar to the expe-
rience of Estonia, which has introduced a regime 
of enhanced protection of military information 
based on cybersecurity legislation (European 
Commission,  2018). Thirdly, it would be advisa-
ble to include provisions on mandatory training 
of military personnel in information security in 
the Regulations on Military Service in the Armed 
Forces of Ukraine by Citizens of Ukraine (2007), 
in particular regarding fakes, manipulation, social 
engineering and malicious software.

According to research, journalists and repre-
sentatives of civil society organisations in Ukraine 
demonstrate a significant demand for raising 
awareness of cyber hygiene and digital security. 
For example, as part of the Cyber Security Talks 
programme organised by Internews in 2024-2025, 
more than 60 participants (journalists, activists, 
representatives of civil society initiatives) un-
derwent training on the basics of digital hygiene, 
methods of protection against cyberattacks and the 
development of cybersecurity policies (High-qual-
ity media..., 2025). This confirms the need for reg-
ulatory oversight and the creation of institutional 
mechanisms to ensure coordinated action in the 
field of information security - for example, by cre-
ating a threat monitoring unit within the State 
Special Communications Service or the Ministry 
of Defence, modelled on the U.S. Cyber Command.

The effectiveness of the proposed changes is 
confirmed by the positive experience of the Unit-
ed States, where the Cyber Awareness Challenge 
programme requires all military personnel to un-
dergo annual certification in information hygiene 

(U.S. Department of Defense,  2023). A similar 
initiative is being implemented in Latvia as part 
of the Media Literacy and Information Security 
programme, which covers not only the military 
but also the civilian population. These examples 
prove the effectiveness of the state approach to 
building information resilience by combining le-
gal regulation and educational measures.

Discussion

When analysing information rights under martial 
law, it is advisable to compare the results obtained 
with current scientific developments in this field. 
Based on a comprehensive interpretation of infor-
mation rights as a component of national security 
in wartime, the study also proposes a number of 
new emphases, in particular, the introduction of the 
terms “information violence”, “information manip-
ulation” and “information displacement” into the 
regulatory field, which are currently absent from 
legislation but are actively manifested in the in-
formation environment. Meanwhile, the article by 
V.O.  Kucher  (2024) emphasises the preservation 
of fundamental human rights even in conditions of 
martial law. The analysis demonstrates the need to 
broaden the focus, in particular by legislating new 
forms of threats that are not covered by existing 
definitions. The author’s conclusions are impor-
tant in view of the principles of reasonable restric-
tion, but do not cover the need for conceptual and 
terminological reform of information legislation.

The study by L.I. Rudnyk (2023) proposes a 
legal justification for restrictions on information 
rights during martial law. At the same time, these 
provisions are not fully consistent with the results 
of this study, as the author does not take into ac-
count the evolution of digital threats, in particular 
content aggression through algorithmic platforms. 
The reason for the different interpretations may 
lie in the methodological focus on classical mech-
anisms of constitutional restriction, while this 
study focuses on a deeper digital specification.
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The statements by A.S.  Chistyakova and 
D.V. Kostenko (2024) about the transformation of 
the right to information in wartime seem some-
what debatable, as the work presents mainly 
institutional analysis without specific propos-
als for modernising the content of information 
rights. This is inconsistent with the results of this 
study, which provides a systematic understand-
ing of new forms of threats. Instead, the study 
by K.V.  Denisenko  (2023) emphasises the need 
to strengthen digital rights during the period of 
martial law, as well as the importance of adapting 
legal instruments to new challenges.

The work of D.V.  Smotrych and L.  Brail-
ko (2023) provides a clear technical classification 
of information security measures, which is fully 
supported in this study. The authors point to the 
need to distinguish between protection against 
physical and digital threats, which is supplement-
ed in this study by a proposal to institutionalise 
these mechanisms in legislation. Finally, the Ar-
ticle by V.  Minyayluk  (2024) justifies the need 
to update the regulatory and legal framework in 
terms of cyber threats and information security. 
However, the author’s conclusions are mainly fo-
cused on the national level and do not cover as-
pects of the protection of individual rights, which 
is the key focus of the present study.

A comparison of the results of this study 
with current scientific approaches leads to the 
conclusion that although Ukrainian legal science 
is generally responding actively to the challenges 
of information security in a state of martial law, 
a number of important concepts, phenomena 
and processes remain conceptually unexplored 
or only fragmentarily addressed. First and fore-
most, there is a need for a clear regulatory defini-
tion of the latest forms of information influence, 
which already have practical significance but 
do not have the appropriate legal status. Thus, 
the further development of the theory and prac-
tice of information rights protection requires a 

deeper understanding of new forms of digital 
harm, a review of legislative approaches, and the 
establishment of interdisciplinary cooperation 
between jurisprudence, cybersecurity, and in-
formation policy.

Conclusions

During the course of the work, it was possible to 
identify the peculiarities of regulatory and prac-
tical enforcement of information rights in condi-
tions of extraordinary challenges, characterise 
the mechanisms for their restriction, and deter-
mine effective protection tools used in Ukraini-
an and international practice. The results of the 
analysis showed that information rights in the 
conditions of a modern digital state are of deci-
sive importance and require comprehensive legal 
protection. It was established that human infor-
mation rights are complex in nature: they cover 
both access to information and its dissemination, 
personal data protection, and digital security. 
At the same time, in a state of martial law, some 
of these rights are subject to restrictions on the 
grounds of public interest, national security, and 
public order. An analysis of current legislation, 
ECHR practice and Ukrainian courts has shown 
that restrictions on information rights can only 
be considered lawful if they comply with the so-
called “three-step test” – the existence of a legal 
basis, a legitimate aim and proportionality of the 
interference. In particular, the practice of Ukrain-
ian courts shows an attempt to strike a balance 
between security and openness.

It was also found that digital tools and plat-
forms play an important role in protecting human 
information rights. Numerous cases have been 
recorded of the use of applications such as “e-En-
emy” and “eyeWitness to Atrocities” to collect 
and record evidence of violations of international 
humanitarian law, which not only ensures public 
control but also enables the prosecution of those 
guilty of war crimes. It has been established that 
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the legal model of protection should cover not 
only traditional institutional mechanisms, but 
also the latest digital practices.

Summarising the results obtained, it can be 
noted that effective protection of human infor-
mation rights in wartime is only possible if there 
is clear legal certainty regarding the limits of re-
strictions, judicial control over the proportional-
ity of interventions, and adequate technical and 
regulatory support for digital mechanisms for 
recording, monitoring and preserving evidence. 
Positive dynamics in judicial practice regarding 
openness, as well as the gradual consolidation of 
new categories (information violence, informa-
tion displacement) will demonstrate movement 
towards a comprehensive legal response to con-
temporary challenges.

Conceptually, the above indicates the need 
to expand Ukraine’s regulatory framework in the 

field of information rights protection, harmonise 
it with international standards, and ensure the 
technical and legal integration of digital tools 
into national security and justice systems. Fur-
ther research could focus on developing criteria 
for assessing the effectiveness of digital tools for 
protecting human rights, formalising new types 
of information threats, and studying the impact 
of digital deformation of the information space on 
the realisation of human rights.
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Анотація

Актуальність обраної тематики полягає у тому, що в умовах сьогодення все більшої зацікавленості 
з боку наукової та законодавчої спільноти виникає до четвертого покоління прав людини, а саме 
інформаційних. При цьому, в умовах правового режиму воєнного стану на рівні законодавства, 
може бути обмежено реалізацію таких прав будь-якою людиною, проте такі обмеження мають 
відповідати певним критеріям. Метою дослідження була оцінка обмежень інформаційних 
прав людини в умовах війни крізь призму сучасних теоретичних концепцій захисту цих прав. 
В роботі були використані наступні методи: формально-юридичний, системно-структурний, 
прогностичний. Визначено, що обмеження інформаційних прав людини в умовах воєнного 
стану мають відповідати критеріям доступності, зрозумілості, збереження балансу приватних 
та публічних інтересів, пропорційності та мати легітимну та достатньо обґрунтовану мету. 
Підсумовано, що основними заходами (інструментами) захисту інформаційних прав людини в 
умовах воєнного стану мають бути дії громадянського суспільства. Аналіз досвіду країн НАТО 
(США, Естонії, Латвії) засвідчив ефективність інтегрованого підходу, який об’єднує законодавче 
регулювання з освітніми заходами та інституційною підтримкою. Результати дослідження 
підтверджують актуальність зазначених змін. Зроблено висновок, що лише комплексна 
модернізація нормативної бази, освітньої системи та інституційного забезпечення дозволить 
ефективно захистити інформаційні права людини в умовах сучасних гібридних викликів. 
Результати цієї роботи можуть бути використані для опрацювання нормативно-правових та 
підзаконних нормативно-правових актів щодо захисту інформаційних прав людини

Ключові слова: інформація; інструменти захисту; обмеження інформаційних прав; 
інформаційне суспільство; безпека
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