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Introduction

The level of functioning of the legal system in any state
depends on both the improvement of the mechanism
of legal regulation and the mechanism of law enforce-
ment. Accurate translation of normative provisions
into specific subjective rights and legal obligations,
determining the grounds for criminal prosecution of a
person is one of the guarantees of the rule of law. The
central place among the means that will contribute to
this is the legal technique. In particular, many disposi-
tions of articles of the Special Part of the Criminal Code
of Ukraine (hereinafter - the CCU) [1] refer to various
infringements of information: “unlawful .... distribution
of confidential information about a person” in part 1 of
Article 182 of the CCU; “illegal disclosure, transfer or
provision of access to insider information” in part 1
of Article 232-1 of the CCU; “illegal destruction”, “ille-
gal alteration” (Article 182 of the CCU), “unauthorised
blocking, interception or copying of information” (Arti-
cle 362 of the CCU), “illegal denial of access to informa-
tion” (Article 171 of the CCU) etc. The legislator does
not propose definitions of these definitions at the level
of the criminal law, which establishes difficulties in law
enforcement - the interpretation of these terms may
lead to misclassification of a person’s actions due to the
wrong definition and resolution of competition, conflict
or other relations of criminal law provisions. These are
the problems that the study is designed to solve.
Aspects of compliance with legislative technique
in terms of the normative establishment of criminal of-
fences of disclosure of information with limited access
have been considered in the works of many Ukrainian
scholars. Thus, O.H. Semeniuk, in his monograph “Prob-
lems of Protection of State Secrets: Criminal Law and
Criminological Aspects” (2017), analysed the correlation
between the definitions “disclosure” and “transfer” of
state secrets [2]. In addition, O.V. Sosnina in her PhD the-
sis “Criminal Liability for Violation of Privacy” (2017)
explored terminological flaws in the dispositions of Ar-
ticle 182 of the CCU [3], and L.V. Yedynak in the PhD the-
sis “Comparative Characteristics of Criminal Liability for
Breach of Secrecy of Correspondence, Telephone Con-
versations, Telegraph or other Correspondence Transmit-
ted by Means of Communication or Computer, under the
Laws of Ukraine and the Republic of Poland” (2021) -
similar problems under Article 163 of the CCU [4].
Analysis of individual concepts used in Article 232-1 of
the CCU is contained in the collaborative publication of
A.A. Dudorov, D.V. Kamensky “Insider Information and
Criminal Law: From American Realities to European
Perspectives” (2019) [5]. However, these studies con-
cerned the provisions of criminal legislation on specific
types of restricted information. A definite level of gen-
eralisation of technical and legal shortcomings of the
description of the act can be identified in the study by
T.Yu. Vyslotska, “Criminal Law Protection of Secrets in
Ukraine” (2018) [6], but it lacks detail and specificity.
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However, to ensure the consistency of criminal
law, a comprehensive study of the relationship between
all the terms used in criminal law regarding the “disclo-
sure” of information with limited accessibility is neces-
sary, which the author has conducted for the first time
and the results of which are highlighted below.

The purpose of the study is to perform a compar-
ative legal analysis of the normative regulation in the
criminal law of the manifestations of disclosure of re-
stricted information and related terms for the technical
and legal improvement of the CCU. To achieve the pur-
pose of the study the following objectives were accom-
plished: the system-structural analysis of tangential
transversal and local definitions of the current criminal
law and their division into groups was performed, the
lexical meaning of the analysed Ukrainian words was
determined, the content of correlative terms in the sci-
entific literature was studied, the specific features of li-
ability for disclosure of information with limited access
were identified.

The scientific originality of the results is that the
research is the first attempt to comprehensively, using
modern methods of cognition, considering the latest
advances in criminal science to develop conceptual
ways of further development of the text of the criminal
law of Ukraine in terms of using the term “disclosure”
and related concepts.

Results and Discussion

The problem of defining the concept of disclosure [TP. - as
a method of committing a crime] is complicated by the
inconsistency of terminology, as different definitions are
used in scientific sources, such as “spreading”, “distribu-

tion”, “disclosure”, “announcement”, “communication”,

“acquaintance”, “transfer”, “provision” and “leakage” of
information, which requires etymological interpretation
of the said terminology [7, p. 106]. Thus, scientists ap-
propriately note that such terms as “sale”, “transfer”,
“distribution”, and “spread” of specific items or infor-
mation should be unified [8, p. 150]. Such a problem
at the scientific level is caused by technical and legal
shortcomings of the criminal law, although the termi-
nology of the Special Part of the CCU should be distinc-
tive, precise, readable, and comprehensive, which is
achieved primarily by the correct use of words, according
to their specific meaning [9, p. 48].

Instead, in none of the 11 cases (Articles 132, 145,
159, 168, part 2 of Article 209-1, Article 231, Article 232,
part 1 of Article 422, Article 328, Article 381, Article 387
of the CCU [1]) the use of the term “disclosure” as a de-
scription of an act in the text of the criminal law does
not provide its definition and does not provide a list of
acts that should be considered disclosure. In addition,
this definition is used along with similar terms (distri-
bution, spreading, transferring, providing access, etc.).
Consider the correlation of the content of all related
terms with “disclosure”.




1. Alternative actions: collection, acquisition, alteration,
destruction

The legislator, along with the term “disclosure”, uses
other terms to denote related (sometimes alternative)
acts that denote unlawful behaviour in handling re-
stricted information: collection, acquisition, alteration,
destruction, etc. In particular, part 1 of Article 132 of the
CCU states: “Disclosure ... by an auxiliary employee who
has independently obtained information ... of informa-
tion about the medical examination ..” [1]. At the level
of this legal composition of the criminal offence, the leg-
islator clearly distinguishes between such acts as dis-
closure and obtaining information, and the latter in
time precedes the disclosure. According to Article 231
of the CCU, a person who has committed intentional ac-
tions designed to obtain information constituting a com-
mercial or banking secret, with the purpose of disclosure
or other use of this information, although the title of the
research indicates “collection”, shall be criminally lia-
ble. Thus, the legislator uses several different terms to
denote the same concept - an act that may precede dis-
closure - collection (an imperfect form of the verb); ob-
taining (a perfect form of the verb); actions designed to
obtain (emphasising the incompleteness of the process
designed to achieve a result).

An intermediate conclusion should be drawn that,
at present, such actions are inherently preparatory to
the “disclosure of information” if there is an appropri-
ate purpose to publish the collected information. Thus,
they cannot be included in the criminal law content of
the act of “disclosure” but should be assessed as prepa-
ration for disclosure of information, and, accordingly,
qualified concerning part 1 of Article 14 of the CCU. An
exception is the existence of a distinct legal structure of
the criminal offence of “collection” (for example, under
Article 231 of the CCU), which may be established, in
particular, by providing an appropriate alternative act
in the relevant provision (the current CCU does not
provide such an example). A similar conclusion can be
reached regarding the illegal storage of restricted in-
formation (Article 182 of the CCU). However, as noted
above, it would have been far better to have two mu-
tually exclusive (related) legal elements of criminal of-
fences - misappropriation of information (a “truncated
element” which does not provide legal significance to
further acts of storing, disseminating, otherwise using
information) and disclosure (by the person who lawfully
obtained the information).

Other types of unlawful handling of restricted
access information include “unlawful destruction”, “un-
lawful alteration” (Article 182 of the CCU), “unautho-
rised blocking, interception or copying of information”
(Article 362 of the CCU), “unlawful denial of access to
information” (Article 171 of the CCU), “non-provision of
information” (Article 232-2 of the CCU), “provision of de-
liberately false information” (Articles 222, 351 and 351-1
of the CCU), “deliberate submission of false information
or untimely submission of information” (Article 376-1 of
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the CCU) and others. These actions are not included in
the criminal-law content of the concept of “disclosure”
either, as they are essentially designed to accomplish
quite different unlawful purposes, not related to the vio-
lation of the restricted access to information regime.

1. Collective acts of “violation of secrecy/prohibition’,
“usage”

In addition, at the level of criminal law, there are “gen-
eralised” terms that may cover criminal offences of dis-
closure of information (“violation of secrecy”, “unlawful
use”, “violation of the prohibition of use”). Thus, the
disposition of part 1 of article 159 of the CCU states:
“Deliberate violation of the secrecy of the vote during
an election or referendum, which resulted in the disclo-
sure of the content of the will of a citizen who voted in
an election or referendum”. Considering the contents of
the disposition, one can argue that disclosure is a man-
ifestation (type) of violation of secrets (in the case of
Article 159 of the CCU only, but this cannot be extended
to all cases of “violation of secrets” under the CCU (Arti-
cles 163, 397 of the CCU).

These definitions, due to their lack of specificity,
not only give rise to problems in their application in
practice but cause lively discussions about their content
in the scientific literature. For example, D.Yu Kondratov
notes that the act under Article 163 of the CCU consists
only ofillegal acquaintance with the content of the rele-
vant information. Further actions regarding the storage,
disclosure, publication, and use of information obtained
as aresult of illegal acquaintance are more socially dan-
gerous and therefore go beyond the objective side of
Article 163 of the CCU of 2001 [10, p. 125], and the fact
of correspondence [10, p.131]. Instead, according to
S.Ya. Lykhova, the provision contained in Article 163 of
the CCU should be considered special to the provision
contained in Article 182 of the CCU [11, p. 34]. A similar
opinion is expressed by Yu.l. Demyanenko [12, p. 18],
T.Yu. Vyslotska [6, p. 81], and O.P. Horpyniuk [13, p. 127].
In this context, .V. Yedynak notes humorously that the
validity of this decision [TP. - the use of the term “vio-
lation”] is questionable, although the decision itself is
logical as if the criteria and boundaries of the protected
secrets are not clearly outlined in Article 163 of the
CCU, it is difficult to expect certainty in socially dangerous
actions [14, p. 151].

In the author’s opinion, the position of scientists,
who believe that according to Article 163 of the CCU of
2001, one of the types of acts (ways of secrecy violation)
is the transfer of information, cannot be unequivocally
rejected, as in this case the secrecy regime is violated.
However, to this extent, Kondratov’s opinion is valid, as
the author associates the criminal prohibition with the
relevant provisions of civil law and therefore concludes
that the “violation of secrecy” occurs as soon as the sub-
ject of the criminal offence becomes aware of the con-
tent of the secret information.
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However, the author of the research has a slightly
different position. Thus, “violation of secrecy” means
that an external party becomes acquainted with its con-
tent, i.e. the secret nature of the information is negated.
However, this person may be not only the subject of the
criminal offence but the recipient (the person to whom
the subject of the criminal offence discloses this informa-
tion), and, therefore, it may consist not only of acquain-
tance (possession) of this information but its disclosure.

A similar conclusion can be made considering
the content of “violation of secrecy” under Article 397
of the CCU. This provision is designed to guarantee the
right to secrecy in the provision of legal assistance. The
parties to the relevant legal relations are the client and
the advocate, and the subject of secrecy may be both in-
formation about the client and the content of the advo-
cate’s advice, consultations, explanations, documents
compiled by the lawyer, etc. The relevant information
may become legally known (without violating the re-
gime of attorney-client privilege) to unauthorised per-
sons (for example, employees of the central executive
body implementing the state policy in the field of pre-
vention and counteraction to legalisation (laundering)
of proceeds of crime, terrorist financing and financing
weapons of mass destruction proliferation in case of no-
tification of an attorney about the financial transaction
by part 7 Article 22 of the Law of Ukraine “On Advocacy
and Lawyering Activity”) [15]. However, if the relevant
subjects of the criminal offence disclose the informa-
tion entrusted to them to persons outside the regime
of protection of the attorney-client privilege or not for
the purposes defined by law, it will be a violation of the
attorney-client privilege in the form of disclosure.

Schematically depict the logical scope of “violation
of secrecy” and “disclosure” (Fig. 1).

Violation of secrecy

Figure 1. Correlation of the terms “violation
of secrecy” and “disclosure” in the criminal law
of Ukraine

An additional argument for this position could
be the fact that, according to the disposition of part 1 of
Article 159 of the CCU, disclosure is the only (criminally
punishable) way of violating the secrecy of the vote.
Thus, K.P. Zadoya notes that on the objective side of the
criminal offence under part 1 of Article 159 of the CCU,
is committed by violating the secrecy of the vote during
elections, committed in the only way defined by law - by
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disclosing the content of the will of the citizen, which
should be understood as bringing the guilty party to the
attention of at least one other personal information about
the content of the will of the victim, committed against the
will of the latter. Not qualified under part 1 of Article 159
of the CCU case when a person against the will of a citizen
who took part in the elections, learned about the content
of their will but subsequently did not disseminate this in-
formation [16, p. 92]. In addition, notably, technically, this
behaviour indicates a violation of the secrecy of the vote
due to the legislative will it is not criminalised (unlike
similar behaviour under Article 163 of CCU).

In general, the construction of the act as a “viola-
tion of secrecy” is unsuccessful, as it is not clear which
type of encroachment the legislator is referring to -
whether it is referring to acquaintance information or
its disclosure to third parties etc. In the author’s opin-
ion, such wording should be excluded from the titles
and dispositions of the relevant articles (Articles 159,
163, 397 of the CCU) as legally unspecific, replacing
them with one or more specific types of encroachment
on information: collection/acquaintance/possession
or disclosure, etc. Therewith, such wording should be
excluded from the titles of research if there is only one
type of encroachment. However, if there are several of
them (for example, collection and disclosure), it is per-
missible to use such a phrase at the level of the title of
the article to save the language in criminal law.

The above conclusion coincides with the posi-
tion embodied in Section 7.5 “Crimes and misdemea-
nours against the promotion of justice and law enforce-
ment agencies” of the Draft CCU [17], as the current
wording of Article 397 of the CCU in terms of violation of
secrecy was replaced by “disclosure of lawyer secrecy”:
“A party who, being obliged to the secrecy of attorney,
exposed it - has committed a misdemeanour.” But the
current wording of part 1 of Article 159 of the CCU, un-
fortunately, has not yet undergone similar changes to
the draft of the CCU: “A person who violated the secrecy
of voting during an election or referendum, which was
expressed in the disclosure of the contents of the will of
another voter or referendum participant - has commit-
ted a misdemeanour” (Article 4.11.14 of the draft CCU),
as in Article 163 of the CCU.

Regarding the definition of “violation of the pro-
hibition to use” (part 1 Article 232-1 of the CCU), it is the
author’s opinion that it includes disclosure of insider in-
formation, since the corresponding provision in Article
146 of the Law of Ukraine “On Capital Markets and Or-
ganized Commodity Markets” [18] explicitly states the
prohibition to transfer insider information or provide
access to it to other persons, except for the disclosure
of information in the performance of professional, em-
ployment or official duties and other cases provided for
by law. In addition, it concerns the execution of trans-
actions and providing recommendations on financial
instruments in respect of which the person has insider
information until the disclosure of such information.
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The last two manifestations are not a disclosure of
information in the literal sense, furthermore, the first
type of behaviour is criminalised under part 2 of Article
232-1 of the CCU). But, again, the construction of “vio-
lation of the prohibition on use” is vague, it would be
much better to specify two alternative acts “disclosure
of insider information” and “providing advice on finan-
cial instruments for which it holds insider information”.

Thus, in the author’s opinion, disclosure of the
relevant information is a manifestation of a “violation
of secrecy” (Article 159 of the CCU) and a “violation of
the prohibition of the use of information” (Article 232-1
of the CCU) but it is not desirable to use such terminology
in the text of the criminal law.

From the analysis of the description in the crim-
inal law of the legal composition of the criminal offence
under Article 231 of the CCU, it is evident that the leg-
islator defines disclosure as a type of information use.
In addition, this approach is supported in the scientific
literature. Thus, O.E. Radutny observes no distinctions
between using in the form of disclosure (Article 321 of
the CCU) and disclosure (Article 232 of the CCU) at the
level of objective signs of a crime [19, p. 133], their dis-
tinction is made considering the legality of the grounds
for the subject’s awareness of secret information under
Article 232 of the CCU [20, p. 10]. The opinion on rec-
ognition of disclosure as a type of use is supported by
S.0.Kharlamova in her dissertation research [21, p. 12].

Instead, at the level of Article 182 of the CCU, the
legislator has already used two alternative concepts of
“usage” and “spreading”, which results in the opposite
conclusion of the relevant scholars - the dissemination
of information is not a manifestation of its use but refers
to its distribution. Thus, O.V. Sosnina argues that in the
disposition of Article 182 of the CCU all alternative ways
of committing actions that constitute the objective side
are indicated exhaustively, and the lexical interpretation
of the term “dissemination” coincides with the interpreta-
tion of the term dissemination and disclosure [3, p. 104].

This distinction in the researchers’ conclusions
is again due to deficiencies in the legislative technique
of the criminal law, in which various terms are used to
describe acts, the content of which is not specified and
harmonised, and which in various situations are used
with different meanings (have different contents at the
level of different legal elements of criminal offences).

Interestingly, regardless of the context (disposition
of part 1 of Article 182 of the CCU), 0.V. Sosnina states a dif-
ferent opinion - using is not possible without disclosure.
As an example, the researcher cites the situation when the
content of information is brought to its legal holder. She
considers these actions illegal and obviously pursue an
illegal purpose (for example, blackmail) [3, p. 104-105].

Particularly interesting in this context are the
constructions of “transactions involving the use of in-
formation” (part 2 of Article 232-3 of the CCU) and
“provision of recommendations based on information”
(part 1 of Article 232-2 of the CCU).

While supporting the opinion that disclosure is a
type of use, and, thus, rejecting the assertion that any
use is inherent in the disclosure of information (along
with the latter, it could be the provision of advice in secrecy,
without disclosure of the content, the performance of
transactions with acquired knowledge, which does not
involve the disclosure of information to outsiders), the
author still considers “usage” a rather vague terminology
for criminal law use.

3. Synonymous acts of “disclosure’, “distribution’,
“spreading’, “providing access’, “transfer”

0.M. Musychenko emphasises the prohibition in crimi-
nal law to use synonyms to denote a similar concept, phe-
nomena that have various shades of meaning (so-called
ideographic synonyms). Among them, in her opinion,
should be chosen the one that has the most common
meaning in the language and conveys the most precise
meaning [22, p. 137].

Thus, at the level of criminal law, there is no clear
distinction between the definitions of “disclosure” and
“transfer” (Article 114, part 1, and Article 330 of the CCU),
“distribution” (Article 114-2, part 1, Article 182 of the
CCU), “spreading” and “providing access” (Article 232-3 of
the CCU), “provision” (Article 256, part 1, of the CCU)
and “dissemination” (Article 361-2 of the CCU). How-
ever, the issue must be answered as to whether this
distinction is reasonable and required for criminal law
since, in essence, all these acts involve the transfer (or
potential transfer) of information from the subject of the
criminal offence to an unauthorised person.

Consider the lexical meaning of the relevant words,
the specifics of using the relevant terminology in the
regulatory legislation, and their criminal law content
about the relevant legal offences. According to the
Great Dictionary of the Modern Ukrainian Language “to
provide” - to allow using something [23, p.709], “to an-
nounce” - to expose, to make known, to disclose some-
thing [23, p. 826], “to transfer” - to give, to hand some-
thing, toinform, toinform[23,p.906], “todistribute” -to
distribute to many, to spread [23, p. 1098], “disclose” -
to make public, to make known [23, p. 1238], “disclose” -
to make available, to make known [23, p. 1247], “dis-
tribute” - to spread, to transfer [23, p. 1257-1258].
Thus, the authors of the dictionary use the verbs dis-
close and disclose as synonyms, and spread, distribute
and transfer. In addition, note that the verb to disclose
is explained through the noun “access”. According to
the Practical Dictionary of Synonyms of the Ukrainian
Language, synonyms are to disclose and disseminate,
publish, distribute, transfer [24, p. 388, 394].

Therewith, it is impossible not to notice the
specific feature of the verb “to disclose” - it is used
exclusively for particular data (information). Instead,
the words “transfer”, “provide”, “disclose”, and “dissem-
inate” can refer to actions about objects or intangible
objects (e.g., to disclose cards, pass a baton, give signif-
icance, spread a smell, etc.) If the last words are used
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in the information context, then all these concepts will
mean the transfer of particular information to another
person(s).

Earlier, the author of this research performed a
terminology analysis of the provisions of regulatory law
in the field of information protection, and here are its re-
sults. There is no absolute uniformity of terminology -
a total of seven distinct words and phrases are used in
the regulatory legislation to denote relevant unlawful
behaviour in the relevant field (disclosure, transmis-
sion, violation of secrecy, distribution, communication,
unauthorised acts), of which the terminology of disclo-
sure is used most frequently (66.67%). As for the des-
ignation of legitimate cases of disclosure of information
with restricted access, nine different words are used
(violation of secrecy, publication, edition, provision,
transfer, distribution, disclosure, dissemination, prom-
ulgation), of which the most common are provision and
edition (23.81% in total) [25, p. 170]. The term “dis-
closure” is used to refer to lawful conduct in only three
cases. Therewith, in appropriate cases, this term is used
to identify unlawful conduct (secret of pre-trial investiga-
tion, commercial secret, secret of private life) [25, p. 170].
It indicates the absence of terminological distinction
between lawful and unlawful behaviour, as it is imple-
mented for other types of information with restricted
access - in 75% of cases [25, p. 170].

As for the criminal law content of the relevant
terms, in general, all these terms denote the transfer
of information with limited access from the subject of
the crime to the addressee (specific or unspecified). A
single law enforcement benchmark is provided in the
Resolution of the Supreme Court in the panel of judges
of the Second Trial Chamber of the Cassation Criminal
Court of 17 July 2019 in Case No. 725/4771/17 (pro-
ceedings No. 51-9459km18) [26] regarding the distinc-
tion between “sale” and “disclosure” as forms of the
act under Article 361-2 of the CCU. The Supreme Court
notes that the unauthorised sale of restricted informa-
tion should be understood as a paid or free transfer to
at least one person who does not have access to this in-
formation, and distribution - as placement in an AS or
computer network with free access to it or other actions
that establish free access to it to an indefinite number
of persons. Such conclusions are at least inconsistent
with the content of parts 5 and 6 of Article 212-6 of the
Code of Administrative Offenses [27], where the adjec-
tive free of charge is used for distribution and not for
sale (it is precisely about the distinguishing feature, as
all other signs of administrative offences under part 5
of Article 212-6 and part 6 of Article 212-6 of the Code
of Administrative Offenses are identical).

A slightly different distinction is made by
D.S. Azarov: “Dissemination covers paid and gratuitous
transmission of this information, while sale covers
only paid transmission; dissemination consists of the
transmission of information to an indefinite, unlimited
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number of persons, while sale covers both one person
and a significant number of them” [8, p. 149].

Both definitions are not flawless, as sale, as a gen-
eral rule, does not mean gratuitous behaviour in criminal
law, nor can it refer to an indefinite circle of persons,
as it is a criminal transaction in which the parties are
more or less identified with each other. Thus, even if a
person has posted the obtained information on a spe-
cific Internet platform, which provides paid access to
it for third parties, such users can be identified at least
based on their authorisation on the platform, or even in
case of non-cash transfer of funds (if the payment comes
to the subject of the criminal offence personally from
them, and not from the platform itself). Theoretically,
there may be a case when authorisation is not required,
and payment is not made explicitly - in this case, the
identification of the addressee is difficult, but at least the
subject of the crime is aware of their number, given the
correlation between the price for information and the
amount of money received. The crucial thing that both
definitions agree on, however, is that dissemination is
only possible to an indefinite, unlimited number of peo-
ple. In the author’s opinion, such meaning is given to
the concept of “distribution” considering the necessity
to distinguish these actions from “sale”. If the legislator
had used only one term, it would have referred to both
a specific addressee and an indefinite circle, that is, the
definition would be identical to disclosure.

The same conclusion applies to the correlation
of “disclosure” with “dissemination”. O.P. Horpyniuk’s
statement that disclosure is a narrower concept is in-
correct, as it implies that the receiver is aware of the
content of the information that is disclosed to them
(“dissemination” is an action as a result of which infor-
mation becomes known to an indefinite number of per-
sons). As noted above, the definition of “dissemination”
stated in paragraph 15 of the Resolution of the Plenum
of the Supreme Court of Ukraine of 02/27/2009 No. 1
“On Judicial Practice in Cases of Protection of Dignity
and Honour of an Individual, and Business Reputation
of an Individual and Legal Entity” [28] is based on the
coincidence of its content with disclosure (both to a
specific addressee and an indefinite circle).

Thus, the real correlation of the identity of the
content of the definitions “disclosure”, “dissemination”,
and “distribution” can be depicted graphically as fol-
lows (Fig. 2). Once again, emphasise the artificial na-
ture of the distinction between “distribution” and “sale”
under Article 361-2 of the CCU, which is not solved by
giving synonymous definitions various meanings. In
addition, in the author’s opinion, the term “sale” should
not be used at the level of dispositions of the criminal
law provisions of the Special Part of the CCU, which de-
note the disclosure of restricted information, since it
is impossible to offer an alternative to it, which would
denote a free transfer (except for such literal word-
ing). Better to use a mercenary motive as a qualifying
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feature. In such conditions, proving the criminal offence
would be simplified - the court would not additionally
have to establish the transfer of funds but would only
have to prove a self-serving motive.

disclosure =
spreading =

distribution

Figure 2. Correlation of the definitions “disclosure”,
“spreading” and “distribution” in the criminal law
of Ukraine

When analysing the terms “disclosure” and
“transfer” O.H. Semeniuk notes that if the term “trans-
fer” can be attributed to the communication of any
information [TP. - and not only information], then “dis-
closure” is more suitable for the announcement of clas-
sified information. That is, the definition of “transfer” is
broader in its content and includes actions to “disclose”
information [2, p. 161]. Thus, in the text of the CCU
“disclosure” is used only concerning information, while
“transfer” refers to encroachment on human freedom
(for example, Article 149 of the CCU), property (for ex-
ample, Article 189 of the CCU), items withdrawn from
civil circulation (for example, Article 263 of the CCU),
etc. and “provision” (Article 159 of the CCU - election
ballot; Article 210 of the CCU - budget loans; Article 256
of the CCU - premises, storage facilities, vehicles, etc.)
This feature again should be relevant when deciding on
one of these terms.

However, comparing these terms in the con-
text of the dispositions of Articles 111, 114, 328 of the
CCU, O.H. Semeniuk notes that this discrepancy in the
content of these concepts does not matter, since in the
commission of all these acts is performed “notification”,
“disclosure” of information of the same category -
constituting a state secret [2, p. 161]. In addition, the
author believes that the concept of “disclosure” more
accurately reflects the nature of the event, which is as-
sociated with the leakage of information, and therefore
proposes to abandon the simultaneous use of the two
terms, leaving only disclosure [2, p. 162].

In the author’s opinion, in the context of the dis-
positions of Articles 111, 114, and 328 of the CCU, the
transfer of information necessarily involves a specific
addressee identified by the subject of the criminal of-
fence (for example, a foreign state), disclosure, there-
fore, may be targeted at an indefinite number of per-
sons (the public, humanity, etc.), but it may involve a
specific third party, as mentioned above. Considering
the above, the real correlation of “transfer” and “disclo-
sure” can be graphically depicted as follows (Fig. 3):

disclosure

transferring

Figure 3. Correlation of the terms “disclosure” and
“transfer” in the criminal law of Ukraine

However, the considerations of O.H. Semeniuk are
consistent with each other, as the author, along with re-
placing the term “transfer” with “disclosure”, proposes to
abandon the criminality of acts under Articles 111 and
114 of the CCU related to the acquisition and transmis-
sion of classified information only to a special addressee - a
foreign state, foreign organisation or their representa-
tives, and to protect information from any outside in-
fluence, regardless of who is the customer of such infor-
mation or its final addressee [2, p. 155]. The researcher
explains this by the fact that even at the current initial
stages of the development of information society, when
the emergence of the Internet and the development of
modern technologies do not exclude the possibility of ob-
taining state secrets remotely, and information technology
allows going beyond conventional structures and forms of
communication within one state, it becomes obvious that
conventional standpoint on the necessity of protecting
classified information only from foreign states, organisa-
tions and their representatives is outdated. Under the con-
ditions of an information society, state secrets outside the
state-controlled sphere of classified activities provide an
opportunity for an unlimited number of users of informa-
tion and communication technologies, regardless of their
nationality and state of residence, to get acquainted with
its contents [2, p. 153-154]. As an example, the author
provides situations of countering international terrorism,
drug trafficking, cross-border and other organised crime,
which require states to expand information exchange, in-
cluding information constituting a state secret [2, p. 154].
According to O.H. Semeniuk, in the period from 2005 to
2016, the Security Service of Ukraine issued 225 per-
mits for the transfer of information constituting a state
secret to foreign countries and their authorised repre-
sentatives. In particular, in 2014, 27 such permits were
issued, in 2015 - 3,in 2016 - 9 permits [2, p. 155]. The
author of the research can neither support nor refute
the above considerations of O.H. Semeniuk, as they go
beyond the purposes of the study - to determine the
general features of all criminal offences - disclosure of
restricted information. However, they outline an interesting
area for further promising scientific developments.

Conclusions

Notably, the willingness of the subject of a criminal of-
fence to convey specific information only to individuals
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or to the entire humanity cannot in itself indicate a dif-
ferent degree of public danger of the relevant act. That
is why all the above actions should be referred to by the
single term “disclosure”. Such terminology (technical and
legal) improvement of the texts of the CCU, and regulatory
legislation, in particular the Criminal Procedure Code of
Ukraine, the Civil Code of Ukraine and the Commercial
Code of Ukraine, will contribute to the implementation
of legal clarity as a component of the rule of law.

The practical significance of the research re-
sults is that they contain clear recommendations for
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“PosrosiomieHHa” iHpopmaliii 3 06MeKeHUM J0CTYIIOM
Ta JOTUYHI TEPMiHU KPUMiHA/IbHOTO 3aKOHY: B3a€EMO3B 130K IOHATh

Timea MocunisHa Ipokomyyk

HanjionasbHUM yHiBepcuTeT 6iopecypciB i IpUPOJOKOPUCTYBaHHA YKpaiHU
03041, By 'epoiB O6opoHy, 15, M. KuiB, Ykpaina

AHomayisn

AKTyanbHiCTb myGJikamii 3yMOBJIEHO THM, L0 OAHUM 3 OCHOBHUX YHWHHHUKIB HeepeKTHBHOCTI HasIBHUX
KpPUMiHa/JIbHO-IPAaBOBUX 3aco6iB 0XO0poHHW iHdopMauii 3 o6MexeHHM J[JOCTYNOM € HEeJOCKOHAJiCTb TEKCTY
yrHHOro KpuMiHasbHOro Kozfiekcy YKpalHM, Ipo IO CBIYUTb BiJICYTHICTb CUCTEMHOTO MiJX0AY 3aKOHOJABLS
Jl0 BUKOPHUCTAHHS HOPUAWYHOI KOHCTPYKLil “posrosiomeHHs iHdopmauii”. MeTa mociipkeHHs - 34iHCHUTH
MOPiBHAJIBHO-NIPABOBUU aHaJIi3 HOPMATHUBHOI persiaMeHTalii B KpUMiHaJIbHOMY 3aKOHI IPOSBiB pO3roJIoleHHs
inpopmanii 3 o6MeXeHUM JOCTYNOM Ta JOTUYHHUX TEPMiHIB 33/ TEXHIKO-IOPUAUYHOTO BJOCKOHAJIEHHS
KpuminanbHOro konekcy YkpalHW. 3azajisd Il JOCATHEHHS BUKOPUCTAHO METOAU CUCTEMHO-CTPYKTYPHOIO
aHasi3y, cCeMaHTUYHUH, JOrMaTUYHUH, GOpMaIbHO-JOTIYHUH, @ TAKOXK MeTOo/ KJacudikauii. ¥ ctaTTi po3missHyTo
CriBBiJ{HOIIEHHS] 3MICTy BCiXx TepMiHIB KpHUMiHaJbHOro 3aKOHY, JJOTUYHHUX [0 HMOHATTS “po3roJolieHHs”, sKi
YMOBHO IO/Ii/IeHO Ha KiJIbKa I'PyI: aJIbTepHATUBHI ZisiHHA (36UpaHHs, 3/100yBaHHs, 3MiHa, 3HUILEHH: Ta iH.), 36ipHi
JisiHHA (MopyIIeHHs TaEMHUIL/3a60pOHH, BUKOPUCTAHH ), CHHOHIMIUHI ZifiHHA (OIIKMpPEHHS, PO3MOBCIO/KEHHS,
PO3KpUTTS, HaJJaHHA AOCTYyINy, nepefava). BuaHayeHo, 1[0 aJbTepHATHBHI AisHHA “36upaHHA”, “30epiraHHsa”
€ miAroToBYMMH s “posroJiouieHHs1 iHpopmanii” B pasi HasgBHOCTI BiANOBiZHOI METH ONPUJIIOJHUTHU
3i6paHi BifjoMoCTi, a 0T)e, BOHM He MOXYTb BKJIIOUATHCS B KpPUMiHa/JbHO-NPAaBOBUM 3MICT caMoro JisiHHSA
“posrosiomieHHss”. OBGrpyHTOBAHO, 1[0 iCHYBAaHHS /IBOX B3AaEMOBUKJIOYHHUX (CYMDKHHMX) IOPUAUYHUX CKJIAJiB
KpUMiHa/JIbHUX IPaBONOpPYLIEHb: IPOTHUIIPABHOTO 3aB0OJIO/iHHSA iHdopMaliieto (“yciueHuH ckiaz’, SKUH He Ha/la€e
IOPU/IMYHOI0 3HAYEHHS MOa/bIINM JifM 100 36epiraHHs, MOMKUPEHHS, iHIIOro BUKOpUCTaHHA iHpopmarii)
Ta po3roJiolieHHs (0co601o, siKa MpaBOMipHO 3aBoJ10/ila iHpopMaIlli€ro) — MoxKe 6YTH NMePCIeKTUBHUM IIJISIXOM
YCYHEHHS BiJIOBiJHUX TEXHIKO-IOPUAUYHUX HeJOTiKiB. /loBeieHO, 110 “po3roJiolieHHs” BianoBigHoi iHpopmarrii
€ MpOsIBOM “TIOPYLIEHHS] TAEMHULI", a TAaKOX “NOpyLIeHHs 3a60pPOHU BUKOPHUCTAaHHA iHPopMalii”, ofHaK Taki
TepPMiHU BUKOPUCTOBYBATHU B TEKCTI KPUMIHAJIbHOTO 3aKOHY He BapTO 3 ONVIAJY Ha IXHIO HEKOHKDPETHICTh.
YcTaHOBJIEHO, 1110 3MIiCT MOHSATH “po3roJsiolieHHs”, “NouMpeHHsA” Ta “po3noBcroKeHHs” iHPpopMaliil - TOTOXKHUM.
JocuipkeHHA peKOMeH/I0BaHO 10 BUKOPUCTAHHA IiJi Yac BJOCKOHaJIEHHS KPUMIHAJIBHOTO 3aKOHY YKpalHH, a
TaKOX /1JIs1 IPaB03acTOCYBayiB mij yac kBasidikarii

Katouosi cnoea: TaemHa iHpopmarnisi, po3noBcromkeHHs iHopMalii, 36upanHs iHdopMalyii, 3MiHa iH$opmalii,
noinpeHHs iHpopmarnii, nepesaya indpopmarii, HajaHHA AOCTyny A0 iHopManil
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