Law. Human. Environment

Journal homepage: https://environmentalscience.com.ua/en

Law. Human. Environment, 16(3), 173-190

ENVIRONMENT

BRSO/ A BRI

UDC 343.98:347.74(4+71)
DOI: 10.31548/law/3.2025.173

Administrative legal liability for data breaches:
Securing the right to compensation in Indonesia and the EU

Diah Pawestri Maharani”
Master of Law
Brawijaya University
65145, 169 J1. MT. Haryono, Malang, Indonesia
https://orcid.org/0000-0001-9734-5475
Afifah Kusumadara
Doctor of Law, Professor
Brawijaya University
65145, 169 JI. MT. Haryono, Malang, Indonesia
https://orcid.org/0000-0001-7167-8044
Hanif Nur Widhiyanti
Doctor of Law
Brawijaya University
65145, 169 J1. MT. Haryono, Malang, Indonesia
https://orcid.org/0009-0003-6100-382X
Reka Dewantara
Doctor of Law
Brawijaya University
65145, 169 J1. MT. Haryono, Malang, Indonesia
https://orcid.org/0000-0002-6010-0279

Article’s History:

Abstract

Received: 17.05.2025
Revised: 20.08.2025
Accepted: 23.09.2025

The protection of personal data has become a fundamental concern in both
legal theory and governance due to the exponential growth of digital ecosys-
tems. With an emphasis on the right to compensation for impacted parties,
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Administrative legal liability for data breaches...

this study critically evaluated Indonesia’s institutional and legal framework for handling breaches of
personal data. The analysis, which employed doctrinal legal research methods, focused on the General
Data Protection Regulation of the European Union, Government Regulation No. 71 of 2019, and the
Personal Data Protection Law, specifically Article 82, which provides compensation for both material
and non-material harm. The findings pointed to serious institutional shortcomings in Indonesia’s legal
system. The 2020 Tokopedia data breach, which affected over 91 million users, serves as an example
of the absence of institutional oversight and procedural clarity. Citing the applicability of administra-
tive jurisdiction under the Law on Public Administration, the Central Jakarta District Court dismissed
the case on jurisdictional grounds. On June 15, 2022, the Supreme Court subsequently affirmed this
decision. Although compensation was prescribed in Article 58 of the Personal Data Protection Law,
the mechanisms for implementing this provision have not yet been developed. On the other hand, the
General Data Protection Regulation ensures that data subjects have effective remedies by requiring
both administrative oversight through independent supervisory bodies and judicial access. The study
concluded that Indonesia must harmonise public-private liability structures, codify explicit procedural
remedies, and establish an empowered data protection authority. Comparative observations from the
General Data Protection Regulation highlight how crucial dual-track enforcement, enforceable rights,
and institutional autonomy are to protecting personal information and rebuilding public confidence

Keywords: administrative dispute resolution; institutional

compensatory justice systems;

accountability; procedural legal mechanisms; misuse of personal data; remedies for privacy violations

Introduction

The increasing significance of digital infrastruc-
ture in modern life has made protecting personal
data even more urgent. The misuse of personal
information presents systemic risks that extend
beyond individual harm as digital interactions
increasingly shape the social, economic, and po-
litical spheres. In this regard, data protection is a
fundamental issue of democratic accountability,
institutional legitimacy, and public trust rather
than just a technical or legal one. Contemporary
research underscores the need for stronger mech-
anisms to ensure accountability and redress in
cases of data misuse (Lynskey, 2023). Data pro-
tection is framed as a fundamental right, empha-
sising the significance of cohesive institutional
mechanisms for cross-jurisdictional enforcement
(Syrlybayeva et al., 2024). Institutional ambigu-
ity is identified as a key barrier to safeguarding
personal data, with legal clarity being essential in
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digital governance. G. Hilary et al. (2016) argued
that negligent corporate actors who fail to im-
plement adequate security measures effectively
facilitate harm and violate privacy rights, further
noting that delayed breach notifications absent
exigent circumstances are ethically impermis-
sible. Together, these perspectives highlight the
need for legal systems that combine preventive
safeguards with prompt, enforceable remedies.
Within the European Union, Article 82
of the General Data Protection Regulation
(GDPR) (2016) guarantees the right to compen-
sation for both material and non-material harm
arising from infringements, imposing liability
on controllers and processors. Judicial practice,
particularly the Court of Justice of the European
Union (CJEU) ruling in Case No. C-300/21 (2023),
clarifies that mere breaches do not automati-

cally entitle for compensation; claimants must
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demonstrate actual damage and causation, while
Member States retain flexibility in defining dam-
age thresholds. N. Lomas (2023) observed that
courts are increasingly expanding the interpre-
tation of “non-material damage”, thereby expand-
ing victims’ access to remedies. A.A. Rahman and
G. Greenleaf (2023) emphasised that independent
data protection authorities (DPAs) are critical to
effective enforcement, particularly in emerging
legal systems.

In the Indonesian context, earlier studies
have examined personal data protection from
various legal perspectives. One line of analysis
views privacy as a constitutional right under
Article 28G of the Constitution of the Republic
of Indonesia (1945) but notes the absence of an
adequate compensation mechanism for victims
of data breaches. Research on the Tokopedia
case points to overlapping jurisdictions and frag-
mented enforcement as major barriers to redress
(Saputra, 2020), while other studies highlight
how the lack of an independent data protection
authority, coupled with legal uncertainty, weak-
ens enforcement and erodes institutional trust
(Widiatedja & Mishra, 2022)

A data breach is defined as unauthorised ac-
tors accessing, obtaining, or sharing private in-
formation for commercial, political, or financial
reasons. Cyberattacks accounted for 80% of glob-
al data compromises in 2024. S.S. Gracy (2024)
demonstrated a steep increase in the volume of
exposed data worldwide during the same period.
While over 660 million records were reportedly
compromised in Indonesia, particularly affecting
the information services sector, these national
figures are drawn from industry reports rather
than peer-reviewed studies (SOCRadar Your Eyes
Beyond, n.d.).

The 2020 Tokopedia data breach is among
the most well-known incidents illustrating In-
donesia’s legal restrictions (Rohendi & Kharis-
ma, 2024). On dark web platforms, a hacker going

by the name ShinyHunters offered to sell the data
of 91 million users (Perkasa & Saly, 2022). The
Indonesian Consumer Community responded by
suing PT Tokopedia and the Ministry of Commu-
nication and Information Technology (Kominfo),
alleging that they had violated a series of laws,
including Regulation of the Minister of Commu-
nication and Informatics of the Republic of Indo-
nesia No. 20 (2016), Government Regulation of
the Republic of Indonesia No. 71 (2019), the Law
of the Republic of Indonesia No. 27 (2022) (PDP
Law). Uncertainties regarding public and private
legal responsibilities were exposed when the Cen-
tral Jakarta District Court dismissed the case on
jurisdictional grounds and sent it to the State Ad-
ministrative Court (Judgement of the Central Ja-
karta District Court in Case No. 235/PDT.G/2020/
PN.JKT.PST, 2022). Although this decision was
upheld in the Supreme Court’s final decision on
June 15,2022, it did not address how overlapping
responsibilities between private entities and reg-
ulatory bodies should be handled. This outcome
reinforces concerns over Indonesia’s fragmented
legal system, marked by the absence of a central-
ised oversight body, limited liability frameworks,
and practical remedies for victims of personal
data breaches. In contrast, the GDPR offers a more
integrated model. M. Marelli (2023) showed that
effective governance relies on robust institutional
mechanisms to manage overlapping jurisdictions,
enabling national DPAs to coordinate and resolve
conflicts consistently. These insights underscore
that effective data governance demands clear le-
gal mandates, institutional independence, and en-
forceable rights.

Based on these advancements, the purpose
of the present study was to investigate how In-
donesia developed a logical legal framework for
protecting personal data that combines admin-
istrative supervision with private law tools. The
key objective of the study was to examine the
institutional obligations and legal foundation for
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handling data breaches and providing compen-
sation to victims. Additionally, the study assessed
the shortcomings of the existing regulatory rem-
edies, especially when administrative inaction is
involved. Finally, to identify normative principles
that could guide future reforms in Indonesia’s
data governance system, the study compared and

contrasted local legal framework to the GDPR.

Materials and Methods

This study adopted a doctrinal legal methodology
(also known as black-letter law research), focus-
ing on the systematic exposition, interpretation,
and critical analysis of legal provisions governing
personal data protection and the right to compen-
sation following data breaches. This approach was
well-suited to the purpose of this study, as it en-
abled a detailed engagement with statutory texts,
judicial reasoning, and secondary legal scholar-
ship. The study was structured around four com-
plementary approaches. The statutory approach
involved interpreting key legislative instruments,
particularly the Law of the Republic of Indonesia
No. 27 (2022) and GDPR (2016) of the European
Union. The analysis identified the scope of admin-
istrative and civil liability as well as procedural
avenues available for data subjects seeking com-
pensation. Conceptual approach explored the reg-
ulatory foundations of privacy, data subject rights,
and administrative justice. By grounding the anal-
ysis in constitutional and human rights principles,
such as Article 28G of the Constitution of the Re-
public of Indonesia (1945) and Article 8 of the
Charter of Fundamental Rights of the European Un-
ion (2000), this approach clarified how liability and
compensation are situated within broader frame-
works of public accountability and legal redress.

The Tokopedia data breach was analysed as
a representative case of data protection litigation
in Indonesia. Judgement of the Central Jakar-
ta District Court in Case No. 235/PDT.G/2020/
PN.JKT.PST (2022), the Court of Appeals, and the
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Supreme Court (final ruling dated 15 June 2022)
are critically examined to uncover the reasoning
behind dismissals and to assess the structural
limitations facing Indonesian courts in address-
ing personal data violations. A comparison with
the European framework, particularly Article 82
of the GDPR (2016) and relevant judicial practice
from the Court of Justice of the European Union
(CJEU) served as a benchmark for evaluating Indo-
nesia’s liability regime. This comparative analysis
helped to highlight divergences in enforceability,

institutional capacity, and access to remedies.

Results

Personal data protection as a human right and
administrative duty. Personal data protection
emerged as a pivotal legal concern, intertwining
the safeguarding of individual privacy rights with
the administrative responsibilities of both public
and private entities. It is essential to define 'per-
sonal data’ to understand the scope and appli-
cation of data protection law. International and
regional legal instruments, including European
Union Data Protection Directive (1995), the Con-
vention for the Protection of Individuals about
Automatic Processing of Personal Data (1981),
and the OECD (2002) guidelines generally define
personal data as any information relating to an
identified or identifiable individual. Even when
such information is disaggregated or anonymised,
data protection authorities have affirmed that
such data must still be protected if it can be re-
traced to a particular individual.

Indonesia adopts an analogous approach
through the Law of the Republic of Indonesia
No. 27 (2022), which defines personal data as
“any data about an identified or identifiable in-
dividual, either directly or indirectly, through
electronic or non-electronic systems” (Article 1,
Item 1). Furthermore, the Regulation of the Min-
ister of Communication and Informatics of the
Republic of Indonesia No. 20 (2016) classifies
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personal data as part of “specific individual data”,
which must be stored, maintained, and kept con-
fidential following the regulatory standards. The
regulation highlights that personal data includes
any true and verifiable information that can be
directly or indirectly attributed to an individual
(Wibowo et al.,, 2024)

In both Indonesian and European contexts,
the protection of personal data is directly linked
to the broader concept of the right to privacy. In-
donesia’s legal system explicitly recognises this
in the elucidation of the PDP Law (2022), which
affirms that data protection is a manifestation of
the constitutional right to dignity and security un-
der Article 28G(1) of the Constitution of the Re-
public of Indonesia (1945). The Law further de-
fines personal data protection (Article 1, Item 2)
as “the entire effort to safeguard personal data
during its processing to protect the constitutional
rights of the data subject”. The PDP Law categoris-
es personal data into two types: specific personal
data and general personal data. Specific personal
data includes sensitive categories such as health
records, biometric data, genetic information,
criminal records, data on children, and personal
financial information. General personal data en-
compasses identifiers such as full name, gender,
nationality, religion, and marital status, including
combinations of data that can lead to the identi-
fication of the individual (Cholil & Rahmi, 2024).

The framing of personal data protection as a
human right has been further reinforced by Indo-
nesia’s ratification of the International Covenant
on Civil and Political Rights (1966) (ICCPR). Arti-
cle 17 prescribes that no individual shall be sub-
jected to arbitrary or unlawful interference with
their privacy, and that national legislation must
effectively regulate the collection and processing
of personal information. Analogously, in the Euro-
pean legal order, the right to privacy is prescribed
in Article 7 of the Charter of Fundamental Rights
of the European Union (2000) and Article 8 of the

European Convention on Human Rights (1950)
which recognise privacy and data protection as
core elements of fundamental, which established
minimum privacy and security standards for
member states. However, with the proliferation of
digital technologies and online services, the Euro-
pean data protection authorities acknowledged
the need for a more comprehensive approach.

In response, the General Data Protection Reg-
ulation (2016) (GDPR) applies to all entities, both
public and private, that process personal data of
individuals within the EU, regardless of the en-
tity’s location. The regulation imposes not only
legal but also administrative obligations, requir-
ing data controllers and processors to implement
technical and organisational measures, conduct
impact assessments, and notify authorities and
data subjects in case of breaches. From this per-
spective, personal data protection functions dual-
ly as a human rights safeguard and as an admin-
istrative obligation. The role of state authorities
is not merely to declare the right but to establish
effective institutional mechanisms, such as in-
dependent supervisory bodies, administrative
procedures, and sanctioning powers, to ensure
enforcement. Likewise, private entities are sub-
ject to strict administrative liability for failing to
implement adequate data protection safeguards.
Thus, both Indonesia and the European Union
recognise personal data protection as essential to
individual autonomy and democratic governance.
However, the degree to which these rights are
supported by administrative enforcement mech-
anisms continues to be a key point of divergence
and an area for ongoing legal development.

Conceptualisation and classification of
personal data and breaches. The protection
of personal data is intrinsically tied to the con-
stitutional mandate to safeguard individual dig-
nity, privacy, and security (Yustina, 2022). In
Indonesia, the Law of the Republic of Indonesia
No. 27 (2022) was established as a legislative
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response to growing concerns regarding the mis-
use and exposure of personal data in both public
and private domains. According to its preamble
and general elucidation, the Law seeks to enact
Article 28G (1) of the Constitution of the Republic
of Indonesia (1945), which affirms every individ-
ual’s right to the protection of their person, fam-
ily, honour, dignity, property, and sense of securi-
ty. Personal data breaches are therefore not only
violations of administrative standards but also of
fundamental rights (Attidhira & Permana, 2022).

In global discourse, the term ’data breach’
typically refers to any incident wherein person-
al data is accessed, disclosed, lost, or destroyed
in an unauthorised or unlawful manner (Bu-
diman, 2023). The GDPR (2016) of the European
Union defines a data breach comprehensively as
any violation of data security leading to the “ac-
cidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to person-
al data” that is transmitted, stored, or otherwise
processed. This broad definition encompasses a
variety of scenarios, including unauthorised ac-
cess by both internal and external actors, inten-
tional or negligent conduct by data controllers
or processors, the transmission of personal data
to unintended recipients, and the theft or loss of
devices containing such data. Additionally, data
breaches may involve unauthorised alteration or
destruction of personal data, as well as instances
where critical data systems become inaccessible
or unavailable, thereby undermining data integri-
ty and availability.

The PDP Law (2022) reflects conceptions of
data governance analogous to those found in in-
ternational frameworks. Article 16(1) outlines the
core phases of personal data processing, which in-
clude the collection, analysis, storage, disclosure,
and eventual destruction of data. Each of these
phases is governed by a set of binding principles
as specified in Article 16(2), which align closely
with international best practices. These princi-
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ples include data minimisation, requiring that
data collection be limited and specific to its stated
purpose; purpose limitation, mandating that pro-
cessing activities correspond to clearly disclosed
objectives; and the foundational standards of law-
fulness, fairness, and transparency. Additionally,
the PDP Law (2022) emphasises the accuracy and
accountability of data, insisting that information
be correct and verifiable. It also mandates the im-
plementation of adequate security and confiden-
tiality measures to prevent unauthorised access
or disclosure. Storage limitation principles ensure
that data must be erased or destroyed once its re-
tention period has expired. Finally, the law intro-
duces the principle of demonstrable responsibil-
ity, which obligates data controllers to maintain
evidence of compliance with all applicable data
protection standards.

The failure to adhere to these principles may
result in what the Law categorises as a “person-
al data protection failure”. As defined in Arti-
cle 46(1) of the PDP Law (2022), this failure en-
compasses any breach of confidentiality, integrity,
or availability of personal data, whether inten-
tional or accidental. It includes security violations
that result in the destruction, loss, modification,
disclosure, or unauthorised access to personal
data. At this point of failure, the rights of the data
subject are directly harmed. Moreover, personal
data breaches may be classified according to the
source or cause of the breach. These may include:

1) internal breaches, such as employee neg-
ligence or intentional leaks for financial gain
(e.g., espionage or lack of encryption);

2) external breaches, including cyberattacks,
phishing, malware infections, or unauthorised
third-party access.

This classification is critical in determining
the degree of liability, the nature of sanctions,
and the relevant administrative measures to be
taken. The Indonesian legal framework, while
normatively robust, still lacks clearly defined
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mechanisms for accountability in cases where
these principles are violated, particularly re-
garding the legal consequences for failure to
prevent such breaches. Comparatively, under
the GDPR (2016) framework, a breach not only
triggers legal liability but also administrative
obligations such as prompt notification to the
supervisory authority and affected individuals,
documentation of the breach, and immediate
mitigation measures. The administrative re-
sponse becomes a measure of institutional re-
sponsibility and the seriousness with which data
protection principles are implemented. (Maleno
& Kusumawati, 2024)

In conclusion, both Indonesian and EU legal
frameworks conceptualise data breaches as crit-
ical violations that infringe on the individual’s
right to privacy. However, the administrative re-
sponse and procedural clarity in addressing such
failures, especially in terms of enforcement, reme-
dies, and institutional oversight, are stronger and
more operationalised in the EU context. For Indo-
nesia, bridging this gap requires not only compre-
hensive legislation but also an enforceable admin-
istrative infrastructure to uphold the principles of
personal data governance.

Tokopedia data breach and the limits of
judicial and administrative redress in Indone-
sia. As established in the preceding sections, the
processing of personal data must guarantee the
rights of data subjects at every stage. Articles 5-15
of the PDP Law (2022) outline those rights, in-
cluding the right to clear information regarding
the identity and legal basis of the data processor,
the purpose of data collection, the right to de-
lete or terminate processing, and the right to file
claims and receive compensation for the unlawful
or unauthorised use of personal data. One of the
earliest and most publicised legal cases involving
a data breach in Indonesia is the 2020 Tokopedia
data breach, where approximately 91 million user
accounts were compromised. The Indonesian

Consumer Community filed a lawsuit against both
PT Tokopedia and the Ministry of Communication
and Information (Kominfo), seeking IDR 100 bil-
lion in damages. The claim was based on allega-
tions that Tokopedia had failed to implement ad-
equate information security systems, leading to a
massive data leak. The lawsuit was filed on 8 May
2020 under the Judgement of the Central Jakar-
ta District Court in Case No. 235/PDT.G/2020/
PN.JKT.PST (2022), categorising the case as an
unlawful act (tort), due to resulting immaterial
damages suffered by the users.

According to the plaintiff, the breach fell
within the scope of “unforeseen loss” caused by
an unlawful act, as stipulated in Article 59(2)
(g) of Government Regulation of the Republic of
Indonesia No. 80 (2019). In its claims, KKI re-
quested the court to issue both provisional and
final orders, including an injunction to temporar-
ily suspend Tokopedia’s electronic system opera-
tions during the trial process. Additionally, they
demanded that Tokopedia notify all affected users
in writing, detailing which categories of person-
al data had been accessed by third parties with-
out user consent. Furthermore, they requested
Kominfo to revoke Tokopedia’s registration as an
electronic system provider. In response, Tokope-
dia maintained that it had always prioritised the
confidentiality and security of user data, charac-
terising its platform as a “business of trust”. The
company stated that no sensitive user data, such
as passwords, had been compromised despite the
attack. The company asserted that “no critical
information such as passwords was successfully
leaked”, emphasising that while a breach had oc-
curred, sensitive data was protected.

After extensive proceedings, the case reached
the Supreme Court, which issued a final ruling
on 15 June 2022, rejecting the cassation appeal
by KKI (Judgement of the Central Jakarta Dis-
trict Court in Case No. 235/PDT.G/2020/PN.JKT.
PST, 2022). The Court reasoned that the law-
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suit against the Ministry of Communication and
Information constituted a challenge to the admin-
istrative acts as regulated by Article 87 of Gov-
ernment Regulation of the Republic of Indonesia
No. 30 (2014). Therefore, the claim fell under the
jurisdiction of the Administrative Court (PTUN),
as opposed to the General Court. However, Toko-
pedia, as a private sector entity, complicated the
jurisdictional boundaries, raising questions about
the proper legal venue for mixed public-private li-
ability in data breach cases (Hasan, 2024).

This outcome illustrates a significant limita-
tion in Indonesia’s current legal framework for
personal data protection: the absence of an ef-
fective judicial or administrative mechanism for
individual compensation claims. No precedent
currently exists in Indonesia where a court has
upheld a compensation claim by data subjects for
breach-related damages. The lack of enforcement
clarity, especially regarding whether cases should
be adjudicated in general courts or administrative
courts, creates a regulatory vacuum, undermining
the right to redress.

While the PDP Law (2022) contains general
provisions on compensation (damages), it dele-
gates the procedural specifics to future govern-
ment regulations. The Draft Government Regula-
tion of the Republic of Indonesia “Implementing
Regulations of Law Number 27 of 2022 Concern-
ing Personal Data Protection” (2023) has since
been circulated and addresses compensation in
Articles 115-120. It recognises both material and
immaterial losses, mandating that compensation
may be paid in monetary form based on the ex-
tent of the loss experienced by the data subject. To
claim compensation, data subjects must submit:

1) proof of the breach;

2) evidence of material or immaterial loss;

3) evidence linking the breach to the data
controller or processor;

4) documentation of which data was compro-
mised.

Law. Human. Environment. 2025. Vol. 16, No. 3

According to Article 120 of the Draft Gov-
ernment Regulation of the Republic of Indone-
sia “Implementing Regulations of Law Number
27 of 2022 Concerning Personal Data Protec-
tion” (2023), if a data controller or processor re-
jects or fails to fulfil the compensation request, the
data subject may file a dispute resolution request
with the personal data protection authority. This
dispute mechanism may resultin a) an agreement
on the form and amount of compensation; b) spe-
cific guarantees to prevent the recurrence of the
data breach or harm.

Notably, the PDP Law (2022) and its accom-
panying draft regulations do not provide direct
access to courts for compensation claims, an
omission that raises crucial questions regarding
the judicial accountability and access to justice.
Whether such administrative dispute resolution
will be effective in practice is uncertain and war-
rants critical examination. In the absence of a
functioning data protection authority and clear
administrative enforcement pathways, the Toko-
pedia case exposes systemic challenges in im-
plementing the right to compensation under In-
donesia’s legal regime. Therefore, this case study
exemplifies the urgent need for clearer adminis-
trative mechanisms, a designated enforcement
authority, and better-defined jurisdictional pro-
cedures for pursuing personal data breach claims
in Indonesia. Comparative insights from other ju-
risdictions, particularly the European Union, offer
a potential model for structuring an enforceable,
dual-track compensation system that includes
both administrative and judicial redress.

Comparative review: the right to com-
pensation and liability under the GDPR. The
GDPR (2016) provides a comprehensive legal
framework for the protection of personal data
and the enforcement of data subject rights. It
applies not only to all 27 EU Member States but
also to countries in the European Economic Area
(EEA). One of the central features of the GDPR is
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its recognition of the right to compensation and
the legal liability of both data controllers and pro-
cessors in cases where personal data is processed
in violation of the Regulation. This right is codi-
fied in Article 82 of the Regulation, titled “Right
to Compensation and Liability”, which states
that any individual who has suffered material or
non-material damage as a result of a violation of
the Regulation is entitled to receive compensation
from the responsible controller or processor. The
provision is structured as follows:

1) any person who suffers damage, either
material or non-material, due to an infringement
of the GDPR is entitled to receive compensation
from the controller or processor responsible for
the damage;

2) controllers are liable for damage result-
ing from any unlawful processing activity, while
processors are liable only if they failed to pro-
cessor-specific obligations or acted beyond or
against the controller’s instructions;

3) liability may be avoided if the controller or
processor proves that it is not in any way respon-
sible for the event giving rise to the damage;

4) in joint-processing situations, each con-
troller or processor involved may be held jointly
and severally liable to ensure full and effective
compensation;

5) a controller or processor that pays full
compensation retains the right to seek propor-
tional reimbursement from other parties in-
volved, based on their share of responsibility -
Article 82 of GDPR (2016).

Importantly, Article 82(6) affirms the data
subject’s right to bring compensation claims be-
fore the competent national court of the relevant
Member State, following Article 79(2). This inte-
gration of judicial redress into the data protection
regime underscores the GDPR’s commitment to
not only substantive but also procedural justice.

Further provided in
GDPR (2016), which outlines the interpretive

clarification is

principles for Article 82. It confirms that “dam-
age” should be interpreted broadly according to
the case law of the Court of Justice of the Euro-
pean Union (CJEU). This includes recognising
both pecuniary and non-pecuniary damage and
ensuring that data subjects receive full and effec-
tive compensation. The Recital also reiterates that
controllers or processors must compensate for
any damage resulting from unlawful processing;
they may be exempt from liability if they demon-
strate a complete absence of responsibility; in
cases involving multiple actors, joint and several
liability ensures that victims are not left uncom-
pensated due to complexities in legal attribution
(Judgment of the Court of Justice (Eighth Cham-
ber) in Case No. C507/23, 2024).

Although the GDPR (2016) mandates com-
pensation, it does not provide specific standards
for assessing the scope or amounts of damages.
This discretion is left to national courts of each
Member State, which are obliged to apply do-
mestic procedural law in harmony with GDPR
principles of equivalence and effectiveness. This
ensures consistency in protecting fundamental
rights across the EU while respecting domestic
legal autonomy. To guarantee enforcement, Arti-
cle 51 GDPR requires each Member State to es-
tablish at least one independent public authority,
known as a data protection authority, responsible
for monitoring compliance with the Regulation.
DPAs are empowered not only to supervise the
application of GDPR provisions but also to inves-
tigate complaints, issue warnings, and impose ad-
ministrative fines. In serious breach cases, DPAs
may also mandate the payment of compensation
or refer matters for judicial enforcement.

Thus, the GDPR offers a dual-track enforce-
ment model: administrative enforcement through
independent DPAs with investigatory and sanc-
tioning powers and judicial enforcement through
national courts, enabling individuals to assert

their rights and seek damages (Oliver Yaros & Ana
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Hadnes Bruder, 2023). This robust legal architec-
ture stands in contrast to the current framework
in Indonesia, where the absence of a functional
data protection authority and unclear judicial
mechanisms for compensation continue to hinder
the exercise of data subject rights. While the Indo-
nesian PDP Law mandates compensation in gen-
eral terms, the GDPR goes further by establishing
clear standards of liability, structured redress
procedures, and the institutional capacity neces-
sary to ensure compliance and accountability.
Key differences and implications: Indo-
nesia’s PDP Law vs the GDPR. The comparative
review of Indonesia’s PDP Law (2022) and the

European Union’s GDPR (2016) revealed sig-
nificant structural and procedural differences
in how each jurisdiction addresses the right to
compensation and legal liability for data breach-
es. While both legal frameworks recognise the
protection of personal data as a fundamental
right, the implementation mechanisms for re-
dress and enforcement diverge substantially.
These differences have critical implications for
the effectiveness of data protection regimes,
particularly regarding administrative oversight,
judicial enforcement, and the clarity of liability
principles. Table 1 presents a synthesised com-

parison of key legal features.

Table 1. Comparison of Indonesia’s PDP Law and the EU’s GDPR

Aspect PDP Law (2022) GDPR (2016)
Right to Recognised (Article 58); procedural Recognised (Article 82); enforced through
compensation mechanism not yet fully operational judicial mechanisms
Material and non-material losses Material and non-material damage
Types of damage acknowledged in Draft Government explicitly protected; broad interpretation
Regulation mandated by Recital 146
Enforcement body Planned data protection authority (not yet Independent DPAs operating in all EU

fully established)

Member States

Judicial access

No direct court access provided
for compensation; redress through
administrative dispute mechanisms only

Direct access to competent national courts
guaranteed under Article 79(2) and
Article 82 GDPR

Liability structure

Liability assigned to controllers/
processors; criteria under development

Controllers and processors are jointly/
severally liable; defined scope for
exemption and recourse

Active, independent administrative

regulations

Administrative Not yet enforced; implementation of : . -
. . . enforcement with the power to issue fines,
oversight oversight body pending . . : .
investigate, and impose sanctions
General provisions in the Law; detailed o
Clarity of procedure | procedural steps deferred to implementing Full procedural clarity in GDPR and

supported by CJEU case law

Public notification
and breach reporting

Regulated but not systematically enforced

Mandatory breach notification to DPA and
affected data subjects within 72 hours

Source: compiled by the authors of this study

These distinctions underscore several critical
deficiencies in Indonesia’s current data protection
enforcement framework. Firstly, there is an insti-
tutional gap resulting from the absence of a fully
operational data protection authority with the le-
gal mandate to investigate personal data breach-
es and impose administrative sanctions. This

gap limits proactive enforcement and regulatory
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oversight. Secondly, judicial ambiguity continues
to be a persistent issue, as exemplified by the
Tokopedia data breach case, where jurisdictional
uncertainty arose due to the involvement of both
public and private entities. The case highlight-
ed a lack of clear procedural guidelines for han-
dling data-related claims in Indonesian courts.
Thirdly, and perhaps most significantly, the legal
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architecture offers limited redress for victims
of data breaches. Without direct judicial mecha-
nisms or a robust system of remedies, individuals
are unable to effectively claim compensation, a
shortcoming that stands in contrast to interna-
tional human rights norms guaranteeing the right
to an effective remedy (Judijanto et al., 2024).

To bridge these enforcement and procedur-
al gaps and bring Indonesia’s data protection
regime in line with global standards, several key
reforms are necessary. The foremost priority is
the establishment and empowerment of an inde-
pendent Personal Data Protection Authority with
clearly defined administrative powers, including
investigatory and sanctioning functions. In paral-
lel, the PDP Law and its implementing regulations
must codify judicial redress mechanisms that al-
low data subjects to bring claims directly before
competent courts. Furthermore, the legal frame-
work should introduce binding procedural rules
for compensation claims, addressing issues such
as burden of proof, admissibility of claims, and
the assessment of material and immaterial harm.
Finally, a dual-access system should be instituted,
ensuring that data breach victims have the option
to pursue both administrative and judicial rem-
edies. Such reforms are essential to operational-
ise the right to data protection and to uphold the
broader constitutional commitment to individual
privacy and legal accountability.

Administrative disputes in the enforce-
ment of data protection obligations in Indone-
sia. The enforcement of personal data protection
in Indonesia not only involves private and judi-
cial claims but also opens a significant pathway

for administrative dispute resolution, especially

where violations concern procedural or compli-
ance failures by data controllers or processors.
These administrative disputes are increasingly
central in a legal system transitioning toward a
comprehensive data governance framework (Al-
gamar & Ismail, 2023).

The PDP Law (2022), specifically Article 64,
acknowledges that disputes arising from person-
al data violations may be resolved through arbi-
tration, courts, or alternative dispute resolution
mechanisms. However, the Law does not explic-
itly classify the nature of these disputes as civil,
criminal, or administrative, nor does it delineate
jurisdiction when the parties include both private
and public actors. This ambiguity is partially ad-
dressed in the Draft Government Regulation of
the Republic of Indonesia “Implementing Regula-
tions of Law Number 27 of 2022 Concerning Per-
sonal Data Protection” (2023), which maps out
the typologies of disputes and clarifies the role of
administrative bodies in enforcement.

Administrative violations form a cru-
cial dimension of enforcement under the PDP
Law (2022), targeting procedural and regulatory
failures committed by data controllers and proces-
sors. Codified in Articles 20-56, these obligations
are foundational to lawful data governance. When
breached, they give rise to administrative dis-
putes that fall under the jurisdiction of the PDA - a
body still awaiting operationalisation. Unlike civil
or criminal violations, these infractions focus on
compliance failures and procedural neglect, un-
derscoring a regulatory rather than punitive ap-
proach. To illustrate the scope of such violations,
Table 2 maps key categories of administrative

breaches to their corresponding legal provisions.

Table 2. Categories of administrative violations under Indonesia’s PDP Law (2022)

Administrative violation Description Legal basis
Unlawful data processing Data processed without legal justification Article 20
Lack of processing transparency Failure to inform data subjects clearly and promptly Article 21
Consent management failures Inability to demonstrate valid consent from users Articles 24-26
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Table 2. Continued

Administrative violation

Description Legal basis

Data integrity neglect

Errors in data accuracy or absence of impact

Articles 29-34
assessments

Security and breach notification failures

Missing safeguards or delay in breach disclosures

Articles 35-46

Non-compliance with subject rights

Denial of rights such as access, correction, and erasure

Articles 32-44

Oversight disobedience

Failure to appoint Data Protection Officers or follow

DPA instructions Articles 51-53

Unauthorised cross-border transfers

Transferring personal data abroad without safeguards

Articles 55-56

Source: compiled by the authors of this study

Each of these violations constitutes an ad-
ministrative breach rather than a mere civil
wrongdoing. Article 57 of the PDP Law (2022)
grants enforcement powers to the Data Protection
Authority, authorising sanctions that range from
written warnings to severe financial penalties.
Specifically, the Law prescribes written warnings
as a first response to non-compliance, temporary
suspension of data processing operations, man-
datory erasure or destruction of unlawfully ob-
tained data, administrative fines of up to 2% of
the violator’s annual revenue. These penalties are
distinctively non-judicial; they are to be imposed
administratively rather than through the courts.
The mechanisms for assessing these violations,
determining sanctions, and handling appeals are
expected to be fully elaborated in a forthcoming
Government Regulation. This structure closely
mirrors global best practices, particularly the
GDPR (2016) framework, where DPAs play a cen-
tral role in monitoring and enforcing data govern-
ance through independent administrative power.

Yet, several challenges persist. The current
lack of a functioning DPA severely limits the en-
forceability of these administrative provisions.
Moreover, procedural ambiguities, such as un-
clear jurisdiction and undefined appeal path-
ways-complicate the legal landscape. The Toko-
pedia case, for instance, highlighted the overlap
between administrative and civil remedies, re-
vealing the urgent need for clearer legal classifi-
cations and institutional coordination. To fully act
on the PDP Law’s (2022) promise of effective data
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protection, Indonesia must not only operation-
alise its supervisory authority but also establish
a transparent, accessible administrative dispute
mechanism. This should include clear procedur-
al rules, enforcement pathways, and a well-pub-
licised framework for handling violations. Only
through such reforms can the balance between
individual rights and institutional responsibility
be meaningfully maintained.

The findings of this study revealed substan-
tial institutional and procedural gaps in Indone-
sia’s current data protection regime. Based on
these findings, and compared to the GDPR (2016)
framework, several policy-oriented recommen-
dations can be made. Firstly, the establishment
of an independent and fully empowered DPA is
imperative. As observed in EU jurisdictions, a
structurally autonomous DPA with investigatory
and sanctioning powers ensures both preventive
and corrective enforcement. The absence of such
an institution in Indonesia continues to be a ma-
jor institutional gap. Secondly, the lack of judicial
redress mechanisms for data breaches must be
addressed. Unlike the GDPR (2016), which guar-
antees direct access to courts under Article 79(2)
and 82, the Indonesian PDP Law (2022) still relies
on future implementing regulations to operation-
alise compensation. Judicial procedures for claim-
ing damages, particularly standards of proof,
jurisdiction, and admissibility, must be clearly
codified. Thirdly, to reinforce regulatory com-
pliance, detailed procedures for administrative
sanctions and appeals should be developed. The
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GDPR (2016) offers a model where penalties are
governed by transparent guidelines, including the
right to appeal and proportionality in sanctioning.
Indonesia’s legal framework should emulate this
clarity. Fourthly, mandatory breach notification
standards must be clearly enforced. Prompt and
transparent reporting of data breaches is not yet
systematically practiced in Indonesia. GDPR Arti-
cle 33 and 34 mandate prompt notification to au-
thorities and data subjects, standards that should
be reflected in Indonesian regulations to ensure
accountability. Fifthly, the legal relationship be-
tween administrative and civil liability should be
clarified. The Tokopedia case illustrates how over-
lapping jurisdictions can lead to procedural con-
fusion and delays in enforcement. Legal reforms
must establish when a claim should be resolved
through administrative mechanisms or the courts,
avoiding jurisdictional fragmentation. Sixthly, ca-
pacity building in digital forensics and cyber in-
vestigation should be prioritised. Regulatory staff,
judges, and law enforcement officials require spe-
cialised training to interpret and apply data pro-
tection norms effectively. This includes developing
technological competencies for breach investi-
gation and evidence evaluation. Lastly, Indonesia
should promote regional cooperation and har-
monisation through ASEAN. Aligning cross-bor-
der data protection standards, enabling joint in-
vestigations, and coordinating enforcement with
regional partners will enhance cybersecurity and
regulatory effectiveness. These recommendations
are designed not only to bridge the current legal
and institutional gaps but also to transform data
protection into a truly enforceable right in Indo-
nesia. An integrated approach that merges regu-
latory, judicial, and regional strategies is essential
for building a trustworthy digital environment.

This findings of this study affirm that per-
sonal data protection in Indonesia currently lacks
cohesive enforcement mechanisms, especially
concerning compensation for victims of data

breaches. These findings resonate with those of
A. Saputra (2020) and EN. Heriani (2020) who
analogously concluded that overlapping jurisdic-
tions and fragmented enforcement limit legal re-
dress. However, the present analysis offers a more
precise breakdown of institutional gaps, particu-
larly the absence of an operational Data Protec-
tion Authority and the lack of binding procedural
remedies, adding depth to their conclusions.

Conversely, Article 82 of the GDPR (2016)
guarantees the right to compensation for both
material and non-material harm arising from in-
fringements, imposing liability on controllers and
processors. Jurisprudence, especially the CJEU’s
ruling in Judgment of the Court of Justice in Case
No. C-300/21 (2023), clarifies that mere breaches
do not automatically entitle compensation; data
subjects must demonstrate factual damage and
causation, while national law retains flexibility
in setting damage thresholds. The present find-
ings reinforced these principles by showing that
both controllers and processors are more likely
to adopt preventive measures when legal obli-
gations and enforcement structures are clearly
defined. However, in contrast to the EU frame-
work, the present study emphasised Indonesia’s
intricate jurisdictional relationships, arguing that
both judicial access and administrative clarity are
necessary for successful reform.

N. Lomas (2023) emphasised the judicial
interpretation of “non-material damage” as ex-
panding the scope of victims’ rights. The judicial
outcomes in the Tokopedia case do not align with
this trend. The dismissal by the Central Jakarta
District Court and the Supreme Court’s refusal
to address dual liability illustrate a contrasting
reality where judicial recourse is still tenuous.
The divergence likely stems from differences in
institutional maturity and normative frameworks
between EU and Indonesian courts. Analogously,
A.A. Rahman and G. Greenleaf (2023) empha-
sised that the establishment of independent data
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protection authorities significantly improves the
enforcement of privacy rights, particularly in
emerging legal systems. The present study sup-
ported the researchers’ observation by showing
that without an operational authority, Indonesian
enforcement continues to be largely aspirational
and lacks accountability mechanisms.

These comparative insights also resonate
with F. Syrlybayeva et al. (2024), who identified
institutional ambiguity as a barrier to data pro-
tection in Kazakhstan. Admittedly, the findings of
the present study suggest that analogous institu-
tional ambiguity in Indonesia likewise obstructs
data governance clarity. Both studies converge
on the conclusion that legal certainty and robust
institutions are indispensable. Lastly, O. Lyns-
key’s (2023) call for harmonised legal standards
acrossjurisdictions gains greater relevance in light
of the findings presented herein. The divergence
between Indonesian enforcement and interna-
tional norms underscores the imperative for legal
alignment and cross-jurisdictional consistency.

In summary, this comparative engagement il-
lustrates critical gaps between Indonesian and EU
data protection frameworks. Differences in judi-
cial interpretation, enforcement institutions, and
procedural clarity highlight systemic challenges.
These divergences may be attributed to Indone-
sia’s evolving institutional design and legislative
infancy. The study demonstrates that without a
functioning supervisory authority and stream-
lined jurisdictional frameworks, the protection of
data subjects’ rights continues to be compromised.

Conclusions

The present study examined the legal adminis-
trative liability frameworks for personal data
breaches in Indonesia and the European Union,
with a particular emphasis on the right to com-
pensation. The findings revealed that although In-
donesia’s Personal Data Protection Law recognis-
es the significance of safeguarding personal data
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and the rights of data subjects, its enforcement
mechanisms, both judicial and administrative, are
still underdeveloped. The case study of the Toko-
pedia data breach exemplifies how the absence of
procedural clarity, institutional capacity, and legal
precedent has rendered data subjects unable to
access effective remedies for immaterial harm.

In contrast, the European Union’s General
Data Protection Regulation offers a structured
and enforceable model. It provides a comprehen-
sive basis for assigning liability to data control-
lers and processors and guarantees the right to
compensation through both judicial proceedings
and administrative oversight. The GDPR also em-
powers independent Data Protection Authorities
to impose sanctions, investigate breaches, and
implement dispute mechanisms that are nota-
bly lacking or inactive in the Indonesian context.
These differences underscore the urgent need for
Indonesia to strengthen its legal and institution-
al infrastructure. A functional and independent
data protection authority must be established,
procedural norms for compensation claims must
be codified, and judicial access for data subjects
should be ensured. Administrative law must play
a more prominent role in supporting personal
data protection, especially in regulating the con-
duct of both private and public entities engaged
in data processing activities.

Prospects for further research include a com-
parative study of data breach litigation trends in
ASEAN countries, the role of digital forensics in
administrative investigations, and the integration
of artificial intelligence accountability within data
protection regimes. As personal data continues to
shape global digital ecosystems, the development
of a coherent and enforceable administrative legal
liability system will be essential to protect indi-
vidual rights and ensure public trust.
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AHomayisa

3axuCT NMepCcoOHANbHUX JJAHUX CTaB QyH/JAMeHTaJbHOI0 MPo6JieMoI0 fIK y NMpaBoBil Teopil, Tak i B
ynpaBJiHHI yepe3 eKCIIOHeHLiaJ/bHe 3POCTaHHA IUPPOBUX €KOCHCTeM. 3 aKLeHTOM Ha IpaBi Ha
KOMIIEHCaLlilo JIJ15l TOCTPaXKAaIUX CTOPiH, Y bOMY JOC/IiA>KeHHI KPUTUYHO OLiHEHO IHCTUTYLiMHY Ta
npaBoBy 6a3y [HA0He3I], 110410 BUpillleHHS TUTAaHb MOPYILIEHHS NepCOHAJbHUX JaHUX. AHa3, B AKOMY
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Administrative legal liability for data breaches...

BUKOPHCTAHO JOKTPUHA/IbHI METOAU IOPUAUYHUX JOCJ]i/KeHb, 6YJI0 30Cepe/PKeHO Ha 3araJlbHoMy
persiaMeHTi Npo 3axUCT JaHuX EBpomnelicbkoro Cotrosy, [loctaHoBi ypsaay IHgoHesii Ne 71 Big 2019
POKyY Ta 3aKOHi PO 3aXUCT NePCOHATbHUX JAaHUX, 30KpeMa cTaTTi 82, ika nepej6ayae KoMIeHcalilo
AK MaTepiajJbHOI, TaK i HeMaTepiajbHOI WIKOAU. Pe3ynbraTu Jocaif)KeHHS BKasajJd Ha CepHO3HI
iHcTUTYLiHHI HexoJiKK B paBoBiii cucteMi IHnoHe3il. [lopyiienHs 6e3neku ganux Tokopediay 2020
pol, sike TOpKHYJ/10cs noHaA 91 MibiioHA KOPUCTYBaYiB, € NPUKJIAL0M BiICyTHOCTI iIHCTUTYLIHHOTO
Hargay Ta npouefypHoi sicHocTi. [locusiarouuch Ha 3aCTOCOBHICTh a/iMiHICTPAaTUBHOI OPUCAUKIT
BiAnoBifHO A0 3akoHy Npo Jep:kaBHe ynpabJiHHA, lleHTpanbHui paloHHUE cyg /[bxakapTu
BiAXWaMB cnpaBy Ha mifcrtaBi opucaukiuil. 15 yepBHs 2022 poky BepxoBHHUU cyz mifTBepAuB Lie
pimreHHs. Xo4a KoMIeHcallisl epej6adyeHa cTaTTero 58 3aKOHy NP0 3aXUCT NMePCOHATbHUX AAHUX,
MexaHi3MU peaJstizalii [bOro MoJIOXKEHHS Ille He Po3po6JieHi. 3 iHIIOTO GOKY, 3araJbHUN perJiaMeHT
PO 3aXMCT JAHUX rapaHTye Cy0’eKTaM JaHUX epeKTUBHI 3aco6M NMPAaBOBOTO 3aXHUCTY, BUMAralodu
AK aJMIHICTPAaTUBHOI'O HaAIJAJy 4epe3 He3aJieXXHI HaIVIALOBI OpraHy, Tak i AOCTyny A0 CyA0BOIL
cucTeMu. Y pocaifpkeHHi 3p06JieHO BUCHOBOK, L0 IH/0HE3is MOBUHHA rapMOHI3yBaTH CTPYKTypH
BiZIMOBIJa/IbHOCTI Jlep>KaBHOTO Ta MPUBATHOTO CEKTOPiB, KoagudikyBaTH 4iTKi npoueaypHi 3acobu
MPaBOBOTr0 3aXMCTY Ta CTBOPUTH YNOBHOBa)XEHUH OpraH 3 3axXMCTy JaHUX. AHasi3 3arajabHOTO
perjaMeHTy MpO 3aXUCT JAHUX IiJKPecJUB, HACKIJIbKY BaXKJIMBHUMHU JJISl 3aXUCTY MepPCOHaJbHUX
JlaHUX Ta BiJIHOBJIEHHS [JOBipU I'POMa/ICbKOCTI € MOABIMHUHN MiJXiJ 0 3a6e3neYeHHs] JOTPUMaHHS

3aKOHO/ZIaBCTBa, IpaBa, L0 MiJJIAraloTb IPUMYCOBOMY BUKOHAHHIO, Ta IHCTUTYLiiHA aBTOHOMidA
Kato4osi cioea: afjMiHicTpaTuBHe BUpIlleHHS CHOPiB; CUCTEMH KOMIIEHCALiMHOI cipaBeAIMBOCTI;

iHcTUTYyLilHA NiA3BITHICTD; MpoLeypHi NpaBoBi MexaHi3MU; 3JI0BXKMBAHHS IePCOHAIbHUMU JJAHUMUY;

3aco6H MPAaBOBOI0 3aXUCTY Y pa3i MopylIeHHs TpaBa Ha IPUBATHICTb
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